Trust between two forests (Using DNS stub zone):

NOTE: Please note that these steps were tried between two forests with root domain in Windows
2012R2 DC and the Forest functional level used is 2012.

For reference, the forests are named as Forest A and Forest B.
Configure the source DNS server to allow for zone transfers
(These steps will be accomplished on both DNS Servers).
To forward lookup zone properties,
1. Launch the DNS console.

2. Click on the Forward Look Zone that you desire so configure.
3. Click on Properties.

_"_ __.com Properties ? *
WINS Zone Transfers Security
General Start of Authority (SOA) MName Servers
Status: Running
Type: Active Directory-Integrated Change...
Replication: All DNS servers in this domain Change...

Data is stored in Active Directory.

D}'IJaTI-C updai&e: Sm or‘y ~
1, Allowing nonsecure dynamic updates is a signfficant security
~ vulnerabilty because updates can be accepted from untrusted

Sources.

To set aging/scavenging properties, click Aging. Aging...

QK Cancel Apply Help




4. Select the Zone Transfers tab.

_’_.__tcom Properties ? X
General Start of Authority (SOA) Name Servers
WINS Zone Transfers Security

A zone transfer sends a copy of the zone to the servers that request a copy.

() Only to servers listed on the Name Servers tab

(O Only to the following servers
IP Address Server FQDN
Edit
To specify secondary servers to be notified of zone [ Notify...

updates, click Notify.

[ ok ]| concst || ooy | Heb |

5. Select "Only to the following servers".

~f=---* com Properties ! 8
— Start of Authority (SOA) Name Serve
WINS Zone Transfers ook

A zone transfer sends a copy of the zone to the servers that request a copy.

[ Allow zone transfers:
(O To any server
(O Only to servers listed on the Name Servers tab

(® Dnly to the following servers:
IP Address Server FQDN
Edt
To specify secondary servers to be notified of zone [ Notify...

updates, click Notfy.




6. Click on Automatically notify and add the IP of the Forest B. Make sure the IP is
resolved and the green check mark appears.
7. Click OK.

Notify X

To automatically notify secondary servers when the zone changes, select the Automatically Notify check
box, and then specify the servers.

[~] Automatically notify:
(O servers listed on the Name Servers tab
(@) The following servers
1P Address Server FQDN Validated Delete
<Click here to add ...
[/ ) woki6-dev = .. OK

Configure a Stub Zone

(These steps will be accomplished in both DNS servers).
To create a new forward lookup zone for Forest B in Forest A,
1. Launch the DNS Console.

2. Click on Forward Lookup Zone and choose New Zone.
3. In the Welcome to the New Zone Wizard, click Next.

New Zone Wizard X

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server,

A zone translates DNS names to related data, such as IP
addresses or network services,

\

To continue, dick Next.

< Back Cancel




4. Click on Next and select the Zone type.

New Zone Wizard X

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

() Brimary zone
Creates a copy of a zone that can be updated directly on this server.

Secondary zone

Os ¥
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

Er-;;;:;;; copy of a zone containing only Name Server (NS), Start of Authority
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[#] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

<Back || mext> Cancel

5. In the next step, select "To all DNS servers running on domain controller in this
forest”.

New Zone Wizard X

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.

Select how you want zone data replicated:
(®)To all DNS servers running on domain controllers in this forest: -~ t.com:

(0) To all DNS servers running on domain controllers in this domain: = ~t.com
(C) To all domain controllers in this domain (for Windows 2000 compatibility): - ©  -t.com

To all domain controllers spedified in the scope of this directory partition:

<Back || mext> Cancel




6. On the Zone Name page, enter the desired zone to transfer from, click Next.

MNew Zone Wizard

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is

not the name of the DNS server.
Zone name:
newzone. - 222t com|

7. Add the IP of Forest B DC and hit Enter. Make sure the IP is resolved.

MNew Zone Wizard

Master DNS Servers
The stub zone is loaded from one or more master servers.

Specify the DNS servers from which you want to load the zone, A stub zone is loaded
by querying the zone's master server for the SOA resource record, the NS resource
records at the zone's root, and glue A resource records.

Master Servers:

IP Address Server FQDN Validated | Delete

<Click here to add an IP Address or DNS Name >

pipddeRainisil WIN-SEERSEESED OK

5

[ ]Use the above servers to create a local list of master servers

<Back || Next> | | Cancel




8. Click Finish and perform the same steps in Forest B DNS for Forest A.

New Zone Wizard had

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You

spedfied the following settings:
Name: newzone.. 2iZit.com
Type: Stub

Lookup type: Forward

W

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

. <Bak [ Fmsh | | cancel |

NOTE: nslookup should work from Forest A to Forest B and vice-versa without adding IPs of the
domain in Host file.

Create a cross-forest trust

For Active directory domains and trust,

1. Go to property of root domain in Forest A. Navigate to Trusts tab and add a new trust.

| General | Trusts | Managed By
Domains trusted by this domain {outgoing trusts):

Domain Name Trust Type  Transitive Properties..

Remove

Domains that trust this domain (incoming trusts):

Domain Name Trust Type  Transttive Properties...

Remove




2. Enter NetBIOS name of Forest B, on the next screen and enter the admin credentials for
Forest B.

User Name and Password

To create this trust relationship, you must supply user credentials for the specified
domain.

Specified domain: cforest

Type the user name and password of an account in the specified domain.

User name: |Q |

Password: |

3. Select the Forest trust for trust type.

Mew Trust Wizard ] R ..!I

Tiust Type

Thiz domain i a forest rool domar [ ihe specified doman qualifies, you can
create a forest bust.

Sebect the hupe of tnsk pou wark 1o creste.

" External tust
mmm“m:mhmumam:dmm
outzide the fonest, & nortranstive st iz bounded by the domaing in the
relatiorship.

 Forest st .
8 forest tust i & ransitive st betwesn two forests that allows users in any of the
idornair in one forest o be authenticated in any of the domains in the other forest.

<Back [ Mew> |  cancel |




4. Select the Two-way direction for this trust.

Direction of Trust
You can create one-way or two-way trusts.

Select the direction for this trust.

@) Two-way
{Users in this domain can be authenticated in the specified domain, realm, or
?med and users in the specified domain, realm, or forest can be authenticated in

this domain.

() Ong-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

() One-way: outgoing
Users in the specffied domain, realm, or forest can be autherticated in this domain.

5. For Outgoing Trust Authentication Level, select Domain-wide authentication.

Users in the specified domain can be authenticated to use all of the resources in

Outgoing Trust Authentication Level
the local domain or only those resources that you specify.

Select the scope of authentication for users from the cforest domain.

(® Domain-wide authentication
ﬁ'dmwl automatically authenticate users from the specified domain for all resources
i‘lﬂ'nluczldorrm This option is prefemred when both domains belong to the same

organization.

() Selective authentication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual access to each
server that you want to make available to users in the specified domain. This option is
prefemed f the domains belong to different onganizations.




6. Provide a trust password. This is required for creating the trust in Forest B.
7. Proceed with the wizard and complete it.

Trust Password
Passwords are used by Active Directory Domain Controllers to confim trust
relationships.

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created, the trust password is
periodically updated for security purposes.

Trust password:

Confirm trust password:
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