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Introduction

This document describes the installation and configuration steps for the nShield Connect
HSM that DigiCert PKI Enterprise Gateway and Autoenrollment server uses.

HSM Installation and Configuration for nShield

Revision History

No. | Date Summary
1. | 2019/05/10 | Create a new entry
2. 12019/08/30 | The algorithm of signature for PKCS#10(CSR) has been changed
from SHA1 to SHA256.
3. 1 2019/11/20 | Provider Type changed to 0 as Provider Type is not defined for KSP
4. | 2020/03/23 | Added support for:
e Strict FIPS 140-2 Level 3 enabled
e OCS - 1 of 3 with passphrase for CNG
e OCSis setin non-persistent mode
5. 12020/08/20 | Removed OCS protection related section.

Supported HSMs

HSM Type Client Version | Software Version Firmware Version
nShield Connect HSM 12.50.2 12.50.2 The following is the output of
enquiry (or nfdiag) command
nfast server:
2.103.13
module: 3.4.2
nShield Connect HSM 12.50.2 12.50.2 2.61.2

Strict FIPS 140-2
Level 3 enabled

Module protection
for CSP and CNG
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HSM Installation and Configuration for nShield

nShield Connect HSM

nShield Connect is network HSM, which allows you to create a module (Operator Card Sets)
to store a key. Security World Software can access the partition of the HSM through secure

channel.
,‘,
Server Client C:\Program Files (x36)\nCipherinfastibin/enquiry
nSheild Connect Security World Software Server
enquiry reply flags none
enquiry reply level Six
— Module serial number  0401-03E0-D947 4711-02E0-D947
loa " " mode operational
vesion 12502
speed index 956
level one flags  Hardware HasTokens
T T version string 12.50.2-413-3c528eb7d 717097647 28909d...
checked in 000000005b66edac Sun Aug 05 05:29:32 2018
nCipher nCipher level two flags  none
Enhanced Security World max. write size 8192
Cryptographic Key Storage level three flags  KeyStorage
Provider Provider level four flags ~ OrderlyClearUnit HasRTC HasNVRAM HasNSOPermsCmd..
module fype code 0
product name nFast server
OCS(Operator Card Sefs) device name
EnquirySix version 4
Module #1 impath kx groups
enquiry reply flags UnprivOnly feature cirl flags none
enquiry reply level Six csP KsP features enabled  none
serial number 0401-03E0-D947 version serial 0
T T remote server port 9004
‘ cerreq -new ksp.inf ksp.csr ‘

Install Security World Software

1. Extract or mount the iso image.

N Drive Tools DVD Drive (E:) SecWorld-win-use \Lli-
Home  Share  View = Manage v @
(© (3 ~ + [@ » ThisPC » DVD Drive (E) SecWorid-win-use v ] [ Search DVD Drive (E) SecWorl.. 2 |

S Favorites Name & Date modified Type Size
Bl Desktop document File folder
& Downloads firmware File folder
2] Recent places lib File folder
licenses. File folder
1%l This PC nethsm-firmware File folder
m Desktop release File folder
| Documents win File folder
& Downloads 4| autorun.inf Setup Information 1KB
i Music _ license.tt Text Document 18KB
£ Pictures | setup.eve Application 642,192 KB|
B Videos | version.bxd Text Document 2KB

iy Local Disk (C)
@ DVD Drive (E:) SecWorld-win-use

*‘j Network

11 items =

NOTE: If you try to upgrade the client software, the old version must be uninstalled. After
uninstallation, the system requires to reboot the computer.

Even if you uninstall the old version, you do not have to configure the client software again
because the HSM has already configured the client.
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HSM Installation and Configuration for nShield

2. Run "setup.exe" as Administrator.

Security World Software for nShield Setup

InstallShield

THALES

(=)

Welcome to the InstallShield Wizard for Security World Software for nshield

This program will install Security World Software For nshield 12.50,2 on your computer

< Back

Cancel

3. Accept the Software License Agreement.

Pg. 6

Security World Software for n5hield Setup

License Agreement

Flease read the following license agreement carefully.

InstallShield

X

THALES

Press the PAGE DOWN key to see the rest of the agreement.

| THALES E-SECURTTY

End User License Agreement
Pleaze read this Agreement carefully.

THALES E-SECURITY IS WILLING TO LICENSE SOFTWARE TO THE ENTITY THAT HAS
PURCHASED A THALES E-SECURITY HARDVWARE DEVICE UPON THE CONDITION THAT
ALL OF THE TERMS CONTAINED IN THIS END USER. LICENSE AGREEMENT
("AGREEMENT") ARE ACCEPTED AND AGREED, PLEASE READ THIS AGREEMENT
CAREFULLY., THE TERMS OF THIS AGREEMENT WILL BE DEEMED TO HAVE BEEMN
AGREED TQ BY THE EMTITY OR. EMD USER CUSTOMER. THAT HAS PURCHASED A
THALES E-SECURITY HARDWARE DEVICE IF SOFTWARE IS DOWNLOADED OR IF
SOFTWARE IS USED OR IF A SECURITY SEAL ON THE MEDIA PACKAGE CONTAINING
SOFTWARE IS BROKEN OR. IF COMNSENT IS MANIFESTED BY CLICKING ON AN
ACCEPTANCE KEY.

This document is a legal agreement between Thales e-Security, Inc.,
("Thales e-Security”), 900 South Pine Island Road, Suite 710,

Do you accept all the terms of the preceding License Agreement? If

you select No, the setup will dose. Toinstall Security World Software £

for nshield, you must accept this agreement.

< Back Yes




HSM Installation and Configuration for nShield

4. Select the components and the destination and click Next.

Security World Software for nShield Setup *

Select Features

Select the features setup will install. T H A L E 5

Choose which components to install. For information on selecting components, please refer to
the nShield user guides,

% nshied Horcware Support (mandatory) | b4 I
nShield Core Tools {recommended) 260 MB
Shield CSPs (CNG, CAPI) 215 ME

Shield Remate Administration Service 1MB
dge Monitar Controller {optional) 2MB
Crypto Hardware Interface (CHIL) plugin 2MB
Shield Java Support {induding KeySafe) 5MB
CipherkM JCASICE provider dasses IMB
Shield Connect firmware files 413 MB
Shield PKCS5#11 provider 11 MB
nShield Remote Administration Client Tools 144 MB

Destination Folder

C:'\Program Files (x86)\nCipherinfast Browse...
Space Required on C: 1170 MB —
Space Available on C: 27596 MB BEIEeESE
Installshield < Back Mext = Cancel

e Select all the components by default.

e Change the destination folder if you want.

Click Next.
NOTE: When Next is clicked, the following naotification is displayed.

Security World Software for nShield - InstallShield Wizard =

Unable to find an installation of the Oracle lawva Runtirme

- l % Environment on this machine,
In order for KeySafe to function correctly, please ensure that a
version
of the Jawva 2 platform (standard edition) version 1.3.x or newer
is installed.
Flease refer to the user guide for further information.
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5. Wait for the completion.

Security World Software for nShield Setup bt

THALES

Setup Status

Security World Software for nShield is configuring vour new software installation.

Installing
C:\... \nCiphernfastibinthsc_configuredynamicslots. exe

InstallShield

6. Create shortcut for CSP and click Next.

Security World Software for nShield Setup (23]

nCipher MSCAPI THALES

Action

nCipher CSP install information

& shortcut to the nCipher CSP install wizard will be put in the nCipher group under "All Programs’,
Please ensure wou have the niipher module(s) installed
and working correctly before running the CSP install wizard,

Cancel

Instalshield < Back
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HSM Installation and Configuration for nShield

7. Install nShield PKCS#11and click Next.

Security World Software for nShield Setup |
nShield PKCS#11

Configure PECSH11 Secunity Azsurance Mechanizm T H A L E S

You are about to configure the Security Aszurance Mechanism [SaM)
for the nShield PECSH17 library.

- Select "No' to dizable the Secunity Azsurance Mechanism.
- Select "es" [default] to enable the Security Azzurance Mechanizrm.

Y'ou may reconfigure the Security Azsurance Mechanizm at any time
by editing the cknfastre file faund in the nShield installation directary.

Flease see the user guide for more information on the Security Aszurance
Mechanizrm and available configuration options.

(o ves  (default] to enable the Secunty Assurance Mechanism

= Mo dizable the Securty Assurance Mechanism.

InstallShield < Back Cancel

8. Install SNMP Agent and click Next.

Security World Software for nShield Setup ===

nCiphersMMP T H ,\ L E 5

Action

nZipher SMMP agent information

1f this is a first-time install, the nCipher SMMP Agent
will nok run by default, Please see the manual for Further
installation instructions.,

Installshield < Back Cancel
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HSM Installation and Configuration for nShield

9. Installation is now complete. Click Finish.

Security World Software for nShield Setup

THALES

InstallShield Wizard Complete

Setup has finished instaling
Security World Software For nShield on yvour computer,

Click Finish ko complete Setup,

InstaliShield <Back ||  Finishi | Cancel

NOTE: After uninstallation, several files of the old software remains at the Program folders
under "Programs and Features". You need to manually remove the files for the installation to
proceed.

Configure Security World Software

1. Add the path of executable file into environment variables.

Edit System Variable -

Variable name: | Path |

Variable value: | 4:C:\P

2. Prepare to configure the client software.

Each client computer must be configured to use the internal security module of your nShield
Connect. There are two methods for achieving this:

e Enrolling the client with the configuration file.
e Enrolling the client with command-line utilities.
3. Check if the tool works.

The nethsmenroll command-line utility edits the client hardserver’s configuration file to add
the specified nShield Connect. For more information about the options available to use
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with nethsmenroll, read the following section Client configuration utilities, or run the
command:

nethsmenroll -help

4. Obtain the HSM ESN and HKNET!I information.

Obtain the following information about the HSM before you set up an RFS for the first
time:

e TheIP Address
e The electronic serial number (ESN)
e The hash of the KNETI key (HKNETI)

The KNETI key authenticates the HSM to clients. It is generated when the HSM s first
initialized from factory state.

To retrieve the nShield Connect’'s ESN and HKNET]I, run the command:
anonkneti <Unit IP>
The example output of the command is as follows;

>anonkneti.exe 10.204.153.52
0401-03E0-D947 18fd6da2186bd778259d31bd63cee9a01b68794

5. Register the configuration of the client into HSM.

The nethsmenroll command-line utility edits the client hardserver’'s configuration file to
add the specified nShield Connect.
If you are enrolling the client without a nToken, run the command:

> nethsmenroll [Options] --privileged < Unit IP> < Unit ESN> < Unit KNETI
HASH>

An example output is as follows:

> nethsmenroll -p <SERVER-IP> <ESN> <KNETIHASH>
OK configuring hardserver's nethsm imports

NOTE: The following is an output of the command if the entry that you want to add already
exists.

> nethsmenroll -p 10.204.153.52 0401-03E0-D947
18fd6da2186bd778259d31bd63cee09a01b68794

nethsmenroll: an entry with ESN 0401-03E@0-D947 already exists; use " --force' to
overwrite it
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6. Startup config-server.

The config-serverstartup command-line utility automatically edits the [server_startup]
section in the local hardserver configuration file in order to enable TCP ports for Java
and KeySafe. Any fields for which values are not specified remain unchanged. After
making any changes you are prompted to restart the hardserver.

> config-serverstartup [OPTIONS]

7. Test the installation.
To test the installation and configuration, follow these steps:
e Loginon the client computer as a regular user and open a command window.

e Runthe command:
> enquiry
A successful enquiry command returns an output of the following form:

Server:

enquiry reply flags none
enquiry reply level Six
serial number #i#HHE-#HEHHE - HHH
mode operational

version #-#-#

speed index #i##H#H#H#

rec. queue ####H. . HiHHE
version serial #

remote server port #i###
Module #i:

enquiry reply flags none
enquiry reply level Six
serial number ##H#H-#HHHHE - HHEE
mode operational

version #-#-#

speed index #it###

rec. queue ##. . H###

rec. LongJlobs queue ##

SEE machine type PowerPCELF
supported KML types DSAp1024s160 DSAp3072s256
hardware status O

NOTE: If the enquiry command says that the unit is not found:
Restart the client computer.

Re-run the enquiry command.

8. Configure RFS synchronization.
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HSM Installation and Configuration for nShield

The remote file system (RFS) contains the master copy of the HSM Security World data
for backup purposes. The RFS can be located on either a client or another network-
accessible computer where the Security World Software is installed. If the RFSison a
client, the same file structure also contains the configuration files for that client.

C:\Users\Administrator> rfs-sync.exe --setup --no-authenticate <RFS-IP>
No current RFS synchronization configuration.

Configuration successfully written; new config details:

Using RFS at <RFS-IP>:9004: not authenticating.

C:\Users\Administrator> rfs-sync.exe --update

Starting synchronisation, task ID 5ca6fa8a.32f596d69d1bb3ca
Updated (new) card _b5310850ab6c82e1605382c7b68b183cda60dll3a_1
Updated (new) card b5310850ab6c82e1605382c7b68b183cda60dl3a 2
Updated (new) card b5310850ab6c82e1605382c7b68b183cda60dl3a 3

Updated (new) module_ ©401-03EQ-D947

Updated (new) module 4711-02E0-D947

Updated (new) world

Finished synchronisation: 53 files updated, @ committed.

C:\Users\Administrator> rfs-sync -c

Starting synchronisation, task ID 5ca48468.764b879a080c7eca

This client does not have commit permission to the RFS;you must run 'rfs-
setup -

-gang-client' on the RFS first.

NOTE: The RFS synchronization port is 9004.

After the setup, the following command must be executed:

rfs-sync.exe -update
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9. Check status through KeySafe. Run the following command.

C:\Program Files (x86)\nCipher\nfast\bin\ksafe.exe

O KeysSafe — O X
File Manage Help

KeySafe

Card sets Introduction
Softcards The Key3afe utility allows the Security Officer to manage system security across different applications. KeySafe can be used to administer security
Keys worlds, cards and keys

Security world status:

Use the buttons on the sidebar to manage different parts of your system. Some operations require that an appropriate module is selected and that
B pundalik-win 16 the correct cards are presented.
[=hr Security World
- # Cipher suite: AES (SPB00-131A compliant)
# Initialized: Yes
-~ # Strict FIPS 140-2 Level 3: Yes
-- 4 Key Recovery: Yes
# Passphrase Recovery: No
=) | Advanced
- @ Initislized: Yes
# Strict FIPS 140-2 Level 3: Yes
-~ # Key Recovery: Yes
- @ Passphrase Recovery: No
- RTC Key: Yes
- 4 NVRAM Key: Yes
- @ SEE Debug Key: Yes
-~ # Open SEE Debugging: No
- 4 FTO Key: Yes
EP
-~ # State: Operational:Usable
- # FIPS Auth Loaded: No
[- 1M Card Slot 0: Operator
=} | Advanced
# ESN: 8270-C8BE-0301
- # netHsM 1506
% IP Address: 172.18.205.60
- # Port: 9004
# Firmware version: 2.61.2
% HasRTC: Yes
Lo @ Has NVRAM: Yes

i~ # RO Compatible: Yes
*- # RO Permitted: No
- 4 Qutside Security World

NOTE: Please find the details of KeySafe in "nShield Connect User Guide for Windows"

Configure HA (High Availability)

For example, there are several hardservers (e.g. Server-A, Server-B). To configure HA, add
all the hardservers as follows:

1. Obtain the HSM ESN and HKNETI information.
To retrieve the nShield Connect’'s ESN and HKNET]I, run the command:

anonkneti <Unit IP>

The example of output of the command is as follows:
>anonkneti.exe <Server-A IP>
0401-03E0-D947 18fd6da2186bd778259d31bd63cee®9a01b68794
>anonkneti.exe <Server-B IP>

4711-02E0-D947 c4405e1d401b3719c109cdel04832e3eec18376¢

2. Add all the hardservers.
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The nethsmenroll command-line utility edits the client hardserver’'s configuration file to
add the specified nShield Connect.

If you are enrolling the client without an nToken, run the command:

> nethsmenroll [Options] --privileged < Unit IP> < Unit ESN> < Unit KNETI
HASH>

The example outputs are as follows;

> nethsmenroll -p <Server-A IP> 0401-03E0Q-D947
18fd6da2186bd778259d31bd63cee09a01b68794

OK configuring hardserver's nethsm imports

> nethsmenroll -p <Server-B IP> 4711-02E0Q-D947
c4405e1d401b3719c109cdel104832e3eec18376¢

OK configuring hardserver's nethsm imports

Configure CSP (Module protection)

NOTE: Please note that for the deployment of the Autoenrollment Server, you need to
Configure CSP.

1. Go to Start-> nCipher and run CSP Install wizard (64bit).

& DNS
== Windows Server
! Group Policy Management

B P B

DigiCert Windows Windows
Server Manager  PowerShell PowerShell ISE

h & =

Windows
Administrativ... Task Manager Control Panel

S| =
Remote

nCipher Desktop... Event Viewer File Explorer

32bit CSP install wizard
install wizard

guration wizard

-
-
-

EQI KeySafe

& Remote Administration Client
o

B ocenss
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2. On Enable HSM Pool Mode, click Next.

nCipher CAPI Providers Configuration Wizard -

Enable HSM Pool Mode
Set options for Pool Mode CAPI provider.

whould you like to enable HSM Pool Mode for CAPT? HSM Pool Mode means that the
nCipher CAP| providers will zee a single logical wiew with all the avalable HSMsg seen as
one regource and no distinction between modules.

Mate: Operatar Card Set protection for private keps generated by the CAPI Providers is
unavailable in HSM Poal mode,

[ Enable HSM Pool Mode for CAP| Providers.

< Back Mext > Cancel |

NOTE: Do not select the “Enable HSM Pool Mode for CAPI Providers” checkbox.

3. On Initial setup dialog box, click Next.

nCipher CSP Install Wizard

Initial setup
Perform initial setup steps required for comect operation of nCipher Windows
Support Software.

'ou already have a security world g2t up an thiz zerver. You can use this security world
o create a new security world,

{* |sze the existing securty world

Select this ophion to keep all your existing settings and keys, allowing you to
integrate new nCipher modules into an existing security world,

(" Create a new security warld

Select this option to create a totally new security world; all your existing card sets,
private keys, and cerificates created with the nCipher modules will stop warking.
Any exigting security warld i backed up. Only select this option if you do not have
an existing security world or are sure you need a new security world environment.

" Install cryptographic acceleration only

Select thiz option if you have an nFast or do not want to use the nCipher C5Ps.

< Back

Med >

Cancel |

NOTE: The first one (Use the existing security world) must be selectable. If not, please check

the configuration of module. (eg rfs-sync).
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4. On Set Module States dialog box, click Next.

Set Module States
Ensure modules are in the comect state before you proceed.

The fallowing modulesz are available in vour system;

Module I | Mode | state
1 aperational Lzahle
2 aperational uzahle

All modules are now in the corect state o proceed. Click Mest to chooze a
keyp-protection method and install the C5Ps.

5. On the Key Protection Setup dialog box, click Next.

Key Protection Setup
Set up the private key-protection method and ensure a suitable Operator Card Set
exists if necessary.

Select a method to protect private keps generated by the C5Ps.

" $iodule protection [reauires no estra cards but iz less zecured

™ Operator Card Set protection [unavailable in Pool Mode]

[T Always use the wizard when creating or importing keyps

[T Create a new Operator Card Set

Card zet name: Il‘l‘lscapi

Mumber of cardz required [K); I2 Total number of cards [M]: |3

[T Card zef has a time-out Card zet birme-out; I seconds
[T Persistent ™ Usable remotely ¥ Fecoverable PP
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6. On the Software Installation dialog box, click Next.

nCipher CSP Install Wizard

Software Installation
Ready to install nCipher support software.

“'ou now have a walid security world, The wizard will now install the CSP.

Select the option below to zet the nCipher C5P az the default SChannel C5P, enabling
it for the |15 certificate enrollment wizard. Leaving it unselected sets the Microzoft CS5P
az the default, but the nCipher CSP iz still available to applications.

[ Select to et the nCipher CSE as the default SChannel CSE

< Back ead = Cancel

7. Click Finish.

nCipher CSP Install Wizard .
Finished installing the nCipher
CSPs

nCipher C5Ps are installed and vour security world is ready for
LzE,

Cancel
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8. Confirm the CSP Providers for nCipher.

pg. 19

C:\Users\Administrator>certutil -csplist

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider
Provider

Provider
Provider

Provider
Provider

Provider

Provider

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:

Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:

Name:

Microsoft Base Cryptographic Provider v1.0
1 - PROV_RSA_FULL

Microsoft Base DSS and Diffie-Hellman Cryptographic Provider
13 - PROV_DSS_DH

Microsoft Base DSS Cryptographic Provider
3 - PROV_DSS

Microsoft Base Smart Card Crypto Provider
1 - PROV_RSA_FULL

Microsoft DH SChannel Cryptographic Provider
18 - PROV_DH_SCHANNEL

Microsoft Enhanced Cryptographic Provider v1.0
1 - PROV_RSA_FULL

Microsoft Enhanced DSS and Diffie-Hellman Cryptographic
13 - PROV_DSS_DH

Microsoft Enhanced RSA and AES Cryptographic Provider
24 - PROV_RSA_AES

Microsoft RSA SChannel Cryptographic Provider
12 - PROV_RSA_SCHANNEL

Microsoft Strong Cryptographic Provider
1 - PROV_RSA_FULL

nCipher DSS Signature Cryptographic Provider
3 - PROV_DSS

nCipher Enhanced Cryptographic Provider
1 - PROV_RSA_FULL

nCipher Enhanced DSS and Diffie-Hellman Cryptographic Provider
13 - PROV_DSS_DH

nCipher Enhanced DSS and Diffie-Hellman SChannel Cryptographic
18 - PROV_DH_SCHANNEL

nCipher Enhanced RSA and AES Cryptographic Provider
24 - PROV_RSA_AES

nCipher Enhanced SChannel Cryptographic Provider
12 - PROV_RSA_SCHANNEL

Microsoft Software Key Storage Provider

Microsoft Platform Crypto Provider
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Microsoft Platform Crypto Provider: The device that is required
by this cryptographic provider is not ready for use.

Provider Name: Microsoft Smart Card Key Storage Provider
CertUtil: -csplist command FAILED: ©x80090030 (-
2146893776 NTE_DEVICE_NOT_READY)

CertUtil: The device that is required by this cryptographic provider is not
ready for use.

NOTE: You can find the following providers:

nCipher DSS Signature Cryptographic Provider

nCipher Enhanced Cryptographic Provider

nCipher Enhanced DSS and Diffie-Hellman Cryptographic Provider

nCipher Enhanced DSS and Diffie-Hellman SChannel Cryptographic Provider
nCipher Enhanced RSA and AES Cryptographic Provider

nCipher Enhanced SChannel Cryptographic Provider

Configure KSP (Module protection)

NOTE: Please note that for the deployment of the Enterprise Gateway Server, you need to
Configure KSP

1. Inthe Windows start up menu, run CNG wizard.
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B

‘Windows Windows
Server Manager  Powershell Powershell ISE
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Control Panel

M
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2. Click Next.

nShield CNG Providers Configuration Wizard -

Welcome to the nShield support
software configuration wizard

Thiz wizard quides you through the installation of nShield's
Croptographic Service Providers.

nShield CHMG Providers enable the uze of nShield modules
with the wide range of zecunty-enabled applications
provided with Yindows,

It you have naot already created an nShield security warld or
a suitable card set, the wizard guides you thraugh their
creation befare regiztenng the CHG Providers.

3. On Enable HSM Pool Mode, click Next.

nShield CNG Providers Configuration Wizard

Enable H5M Pool Mode
Set options for Pool Mode CNG provider.

Ywould vou like to enable HSM Pool Mode for CMNGY HSM Pool Mode means that the
nShield CHG providers will see a zingle logical view with all the available HSMMz zeen asz
one resource ahd no distinction between modules.,

Mate: Operator Card Set and Softcard protection for private keys generated by the CHNG
Providers iz unavailable in HSM Pool mode.

[ nable HEM Pool Mode for CHE Prowiders,

| <Back | Net> || Cancel |

NOTE: Do not check the “Enable HSM Pool Mode for CNG Providers” checkbox.
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4. On Initial setup dialog box, click Next.

nshield CNG Providers Configuration Wizard

Initial setup
Perform initial setup steps required by nShield Windows Support Software.

You already have a secunty world zet up an this server. You can uze this zecurity world
ar create a new securty world.

(® {lze the ewisting securty world

Select thiz option to keep all your existing settings and keys, allowing pou to
inteqrate new nShield modules into an existing security world.

() Create a new security world

Select thiz option to create a totally new securnity warld; all pour existing card sets,
private keys, and certificates created with the nShield modules will stop working. Aoy
exizting zecurity world iz backed up. Only select this option if you do not have an
existing security warld or are sure you need a new security world environment.

| <Back || Ned> || Cancel |

NOTE: The first one (Use the existing security world) must be selectable. If not, please check
the configuration of the module, for example rfs-sync.

5. On Module States dialog box, click Next.

nShield CNG Providers Configuration Wizard -

Set Module States
Ensure modules are in the comect state before you proceed.

The following modules are available in your system:

kodule 1D tode State
1 operational Lzable
2 operational Lzable

All modules are now in the corect state to proceed. Click Mest to restore your zecurity
world ko uninitialized nShield modules.

<Back || Ned> | | Cancel
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6. On Key Protection Setup dialog box, click Next.

nShield CNG Providers Configuration Wizard

Key Protection Setup
Set up the private key-protection method.

Select the default method that will be uzed to protect private keys generated by the
CHG Key Storage Provider.

If zoftcard or OCS protection iz zelected, the choice will be offered on the next page
whether to use an exizting token or create a new one.

(® iodule protechion frequires no extra cards But s Tess securell

() Softcard protection [unavailable in H5M Pool Made).
(") Operator Card Set protection [unawvailable in HSM Pool Mode).

() Allow any protection method to be selected in the GUI when generating.

Cancel

1=
2
W

e |

7. On Software Installation dialog box, click Next.

nShield CNG Providers Configuration Wizard

Software Installation
Ready to install nShigld support software.

You how have a valid security world and key pratection mechanizm. The Wizard will
now redister the nShield CHG Providers. The nShield providerz will not be default
providers, and you must zelect them explicitly by name through vour application. Fleaze
prezs Mest o continue.
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nShield CNG Providers Configuration Wizard -
Finished registering the nShield
CNG Providers

nShield C5Pz are installed and your security world is ready far
Lze.

ck i Finish | | Cancel

9. Confirm the providers for nCipher.

C:\Users\Administrator>cnglist --list-providers

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Key Protection Provider
Platform Crypto Provider
Primitive Provider

Smart Card Key Storage Provider
Software Key Storage Provider
SSL Protocol Provider

Windows Client Key Protection Provider
nCipher Primitive Provider
nCipher Security World Key Storage Provider

NOTE: You can find the following providers:

nCipher Primitive Provider
nCipher Security World Key Storage Provide
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Generate CSR and Install Certificate (Module protection)
1. Create the information file for CSR.

a) To generate CSR through certreq.exe through CSP, the ProviderName must be
'nCipher Enhanced Cryptographic Provider". The sample of inf file follows:

[Version]

Signature = "$Windows NT$"

[NewRequest]

RequestType = PKCS10

ProviderName = "nCipher Enhanced Cryptographic Provider"

Subject = "CN=Registration Authority"
KeyContainer = "CSPRA20200316"
MachineKeySet = TRUE

KeyAlgorithm = RSA

KeyLength = 2048

KeyUsage = 0xfo

b) To generate CSR through certreqg.exe through KSP, the ProviderName must be
'nCipher Security World Key Storage Provider'. The sample of inf file is as follows:

[NewRequest]

KeyUsageProperty = "NCRYPT_ALLOW_ALL_USAGES"
RequestType = PKCS10

ProviderName = "nCipher Security World Key Storage Provider"
ProviderType = ©

Subject = "CN=Registration Authority"
KeyContainer = "KSPRA20190418"

MachineKeySet = TRUE

HashAlgorithm = SHA256

KeyAlgorithm = RSA

KeyLength = 2048

2. Generate CSR through HSM.

NOTE: <inf-file> is the file created at step #1, <csr-file> is an output file.

a) Open command prompt and run the following command:
> certreq -new <inf-file> <csr-file>
b) The CSR file will be generated as follows:

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIDjzCCAncCAQAWITEfMBOGALUEAwwWWUMVnaXNOcmFOaWOuIEF1dGhvcmlOeTCC

C610uagncn6FvLuS5pygZYFEVt0anCXNQRRUWiDGWK jHF+10GMh+V5YUur55T4W80
OuwK
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3. Install a certificate.

a) Open the command prompt (on the folder where the PKCS#7 file exists) and run
the following command:

> certreq -accept <issued-cert>

b) Before running the command, the trusted root certificate must be installed. If not,
the following error appears.

Certificate Request Processor: A certificate chain could not be built to a
trusted root authority. ©x800b010a (-2146762486 CERT_E_CHAINING)

Get RA Certificate in PKI-Manager

The generated CSR (PKCS#10) can be copied and pasted onto the "Get an RA certificate"
page on PKI Manager by an authorized PKI Administrator. The resulting RA (PKCS#7)
certificate can be saved onto a local folder.

1. Goto PKI Manager and use your certificate to sign in.

DigiCert PKI Platform

Account activity Alerts Account status

Last updated: Jul 18, 2012 12:58 AM The DigiCert PKI Platform 8.19 release includes:
Refrash

from Symantec to DigiCert

Al : B R ext service renewal: May 2, 2020
= Emai domain vaidation for SMIME certificates via DCV (Domain Control Vaiidation) process

Recent adivity = Support for Microsoft Intune to issue Client Authentication certificates via SCEP enroliment fiow

Gateway and Autoenroliment Server support for SafeNet Luna Network HSM 7 (FIPS and non-FIPS Wode, Cloning and Export Mode) and

nnect HSH

Certificate profile crested || 1 2013 = Win Server 2016 support for Enterprise Gateway, Autoenrolment Server and Local Key Management Service (LKNS)

- = PKI Client support for the provisioning of Client Authentication certificates to Android devices

Certificate profile deleted Jy| 18, 2019 = Removal of Adobe Individual, Adobe Organization and Adobe CDS certificate templates

= Bug fixes

Action Date

Cetificate options custe... |y 15 2018

ted Jul 18, 2019
o suise 2015 L cenincate nistory. TR OY

. Jul 18, 2018 All certificate profiles

Al certificate profiles

Certificate profile deleted J) 13 2019 =

Seat usage

L@ e
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2. Click Menu and select Get an RA Certificate.

DigiCert PK Platform

Account activity

updated: Jul 19, 201

Alerts

The DigiCert PKI Platform 819 reiease ncides

Retrandng from Symantec to DigCent
Email domai vaidation for SAMME certificates via DCV (Domai Control Vakiaton) process

Susport for Merosoft

nShiekd Connect HSU
Windows Server 2016

Account status
Statr: OK

Naxt service renewal: May 2, 2020

une to ssue Clent Authentication certficates via SCEP enrolment fow
Enterprise Gateway and Autoenrolment Server support for Safeiet Luna Network HSM 7 (FIPS and nos-FIPS Mode, Cioning and Export I4oe) and

poa o

Gateway,

Server | Key Mansgement Service (LKMS)

PraClent support for

cenficates to

Removal of Agobe ndvidual Adobe Oranczation and Adobe COS cerbficst

Bug fxes.

Al centificate profiles

— Centificates issued

Certificates revoked

2l cervicate profies

Seat usage

3. Paste your CSR and enter a certificate friendly name and then click Continue.
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Getan

RA certificate

Wfyau are setting up PKI Enterprise Gateway or PKI Web Senices, you must install an RA certificate to secure

communications between your dient and the

Web Senvice

Hyou are not setfing up these senices, or have already goften your RA cerificate, you do not need fo complete this

DrOCEss.

Enter Certificate Signing Request (C5R)

ASE Your sener adminisirator to generate a CSR for your RA certificale. Your administralor must generate the GSR
according to he instructions in the installation guids for your senics.

You can access the resources page by clicking on the g icon on the dashboard

Important Service Requiremenis: |f you discover or have reason fo beleve that there has been a compromise of your private key,
you mus! immediately reveke the certificate of nalify the issuing center to do so. Simiarly, if the information within your certificate
or your organization name has changed, please notify the ssuing center. Note that the issuing center retains the right to revoke
your eartifizate at any time without notice if (i) you fad 1o perfarm your abligations under the tarms of your service agreemant, of
(mp in the issuing center's sole discretion, you have engaged in activiies which the issuing center determines are harmful to its

sysiems.

El\lafa cariificate |l‘|eﬂ|’|: name.l

Renewal email notification

The following email contact will recelve cerificate renewal information.If you would like o change this contact, go 1o
the menu and select Manage account and sub-accound(s). Select Edit renewal email notification to update.

Email address: Ashish_RanjznPamnar@yopmail com

* Required information

na. All rights resenved
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The CSR looks like the following. Paste it into the field.

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIDjzCCAncCAQAWITEfMBOGALUEAwwWWUMVnaXNOcmFOaWOuIEF1dGhvcmlOeTCC

zbnTmglIIY4ANSgFcRsbs5j5GQDN86gSKmQ8/EvOjbpC62X3ZDhVmYSMBIUO1Igv6
1tyz

4. Click Download to download the PKCS#7 file.

digicert

Your RA certificate is ready
Your RA cerificate must be installed on the server where your PKI Enterprise Gateway or PKI Web

Services is installed.

Install your RA certificate
1. Download your RA certificate.

Issued to:
Expiration date;
Jul 18, 2020

File format:
PKCS #7

I

2. Forward the RA cerificate to your server administrator. Your administrator must follow the instructions
in the installation guide for your service You can download the appropriate installation guide from the

resources page by clicking on the @ icon on the dashboard.

5. Click Done to go back to the PKI Dashboard.
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