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HSM Installation and Configuration for nShield

Introduction

This document describes the installation and configuration steps for the nShield Connect
HSM, to be used by the DigiCert PKI Enterprise Gateway and Autoenrollment server.

Revision History

No. | Date Summary

1. | 2020/07/02 | Create a new entry

2. | 2020/07/28 | Incorporated feedback from PSO and added HA configuration section

3 | 2020/08/20 | Incorporated feedback from PSO

Supported HSMs

HSM Type Client Version | Software Version Firmware Version
nShield Connect XC 12.60.3 12.60.3 (hotfix- | 12.50.11
Base HSM (hotfix- 111745-TAC- v3 security world
e Strict FIPS 140-2 111745 | 656)
TAC-656)

Level 3 disabled

e Module protection
for CSP and CNG
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nShield Connect HSM

nShield Connect is network HSM, which allows to create a module (Operator Card Sets) to

store a key. Security World Software will be able to access the partition of the HSM through
secure channel.

[ 3

Server Client

CihUsershadministratorsenquiry

q g server:
nSheild Connect Security World Software enquiry reply flags none
enquiry reply level Six
serial number 2017-93E8-D947
Module mode operational
Module version 12.6@.3
rec. gueue 110..208

key-caping_machine

level one flags
version string

Hardware HasTokens SupportsCommandState

12.6@,3-TACGSG- 2d@ldafe, 12.50.11-278-fbabe7dd4as. ..
A T checked in @aaae00esddfdcae Thu Hov 28 28:11:34 2819
level tuo flags nona
= . max, write size 8192
E%ﬁ;hgd Seguclellgr:'sz)rld level three flags Keystorage .
. level four flags orderlyClearunit HasRTC HasHVRAM HasHSOPermsCmd. .
Cryptog_raphlc Key Storage module type code a
Provider Provider product name nFast server
h b device name
Enquirysix version 4
impath kx groups
Module #1: feature ctrl flags  none
enquiry reply flags Unprivinly features enabled none
enquiry reply level Six version serial ]
serial number 2017-@3E8-D947 CsP KSP level six flags none
remote server port 9004
T T kneti hash 15ab590abag417colaldebacB441a57375@acd21
certreq -new ksp.inf ksp.csr

Install Security World Software

1.

Install hotfix version v12.60.3 (hotfix-111745-TAC-656). Extract (or Mount) iso image.

™ = | Manage DVD Drive (F:) nCipher Security World - O X
Home Share View Application Tools o
v T @ > ThisPC » DVD Drive (F:) nCipher Security World v Q) Search DVD Drive (F) nCipher .. 2
~ Mame Date modified Type Size
7 Quick access
documentation 9/24/2019 9:44 PM File folder
B This PC license 9/24/2019 9:45PM  File folder
- 3D Objects release 9/24/2019 944 PM  File folder
I Desktop j autorun.inf 9/24/2019 9:44 PM Setup Information 1KB
[ Documents B nCipher-EULApdf 9/24/2019 9:44 PM  PDF File 216 KB
‘ Downloads @ nCipher-N.ico 9/24/2019 9:44 PM lcon 104 KB
b Music ‘F%-" setup.msi 9/24/2019 944 PM  Windows Installer ... 576,232 KB
. d version.bxt 9/24/2019 944 PM Text Document 1KB
=/ Pictures
= v
gitems 1 item selected 562 MB ~

NOTE: If you try to upgrade the client software, the old version must be uninstalled. After
uninstallation, the system requires to reboot the computer.

Even if you uninstall the old version, you do not have to configure the client software again
because the HSM has already configured the client.
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2. Run "setup.msi’ as administrator and click Next.

ﬁ n5Shield Software Setup

Wizard

Wizard.

Back - Mext

Welcome to the nShield Software Setup

The Setup Wizard will install nShield Software on your
computer. Click Next to continue or Cancel to exit the Setup

Cancel

3. Accept the Software License Agreement and click Next.

ﬁ n5Shield Software Setup -

End-User License Agreement

Flease read the following license agreement carefully

NCIPHER SECURITY

IMPORTANT: READ CAREFULLY PRIOR TO ANY
INSTALLATION OR USE OF THE PRODUCT

NOTWITHSTANDING ANYTHING TO THE CONTRARY
IN THIS END USER LICENSE AGREEMENT (“EULA™)
UNLESS LICENSEE HAS A SEPARATE WRITTEN
AGREEMENT WITH NCIPHER, THE USE OF THE
PRODUCT 1S SUBJECT TO THE TERMS AND
CONDITIONS OF THIS EULA BETWEEN LICENSEE

PR ST T T

[]1 accept the terms in the License Agreement

Print Back Mext

Cancel

4. Click Next to Install the nShield to default folder or click Change to choose another
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73 nShield Software Setup — >

Destination Folder

Click Mext to install to the default folder or click Change to choose another.

Install nShield Software to:

C:\Program Files\nCipher\nfast\

Change...

5. Select the product features and click Install.

72 nShield Software Setup — x

Product Features

Select the way you want features to be installed.

--------- .=3~| nShield Hardware Support

......... .=3~| nShield Core Tools

......... .=3~| nshield CipherTools

......... =3~| nShield CSPs (CAPI, CNG)

gl nShield Developer Reference

......... .=3~| nShield Debug

--------- gl nShield Device Drivers

......... .=3~| nShield Java

--------- gl nShield Java Developer

......... =9~ nshield SNMP e

All binaries and nShield libraries.

This feature requires 184KB on your hard drive. It has 13 of 13 subfeatures selected. The
subfeatures require 2153MB on your hard drive.

Back Install Cancel
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6. Wait for the completion.

73 nShield Software Setup - X

Installing nShield Software

Please wait while the Setup Wizard installs nShield Software.

Status: Validating install

7. Installation process is now complete. Click Finish.

ﬁ nShield Software Setup

Completed the nShield Software Setup
Wizard

Click the Finish button to exit the Setup Wizard.

NOTE: After uninstallation, several files of the old software remains at the Program folders
under "Programs and Features". You need to manually remove the files for the installation to

proceed.
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Configure Security World Software
1. Setting the PATH for nShield utilities.

It is recommended that the PATH environment variable be changed to include
%NFAST_HOME%\bin (usually C:\Program Files\nCipher\nfast\bin).

Edit environment variable X
C\Program Files (x86)\Common Files\Oracle\Javaljavapath New
%eSystemRoot%e\system32
%SystemRoot% Edit

%SystemRoot%6\System32\Wbem
%SYSTEMROOT%\System32\WindowsPowerShellyw1.0%

Browse...
C\Program Files\Javayjre1.8.0_251
C\Program Files\nCipher\nfast\bin Delete
Move Up
Move Down
Edit text...

2. Configuring client computers to use the nShield Connect.

Each client computer must be configured to use the internal security module of your nShield
Connect. There are two methods for achieving this:

e Enrolling the client with the configuration file.
e Enrolling the client with command-line utilities.
3. Check if the tool works.

The nethsmenroll command-line utility edits the client hardserver's configuration file to add
the specified nShield Connect. For more information about the options available to use
with nethsmenroll, read the following section Client configuration utilities, or run the
command:

nethsmenroll -help

4. Obtain HSM information (ESN and HKNET]).
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Obtain the following information about the HSM before you set up an RFS for the first
time:

= The IP Address
* The electronic serial number (ESN)
» The hash of the KNETI key (HKNET])

The KNETI key authenticates the HSM to clients. It is generated when the HSM is first
initialized from factory state.

To retrieve the nShield Connect’'s ESN and HKNETI, run the command:
anonkneti <Unit IP>
The output example of the command is as follows.

>anonkneti.exe 10.100.132.220
2C17-03E0-D947 918953c37e0d4dc5d723a359295ff93cfebebdab

5. Register the HSM in client configuration.

The nethsmenroll command-line utility edits the client hardserver's configuration file to
add the specified nShield Connect.

If you are enrolling the client without an nToken, run the command:

> nethsmenroll [Options] --privileged < Unit IP> < Unit ESN> < Unit KNETI
HASH>

The example of outputs is as follows.

> nethsmenroll -p <SERVER-IP> <ESN> <KNETIHASH>
OK configuring hardserver's nethsm imports

NOTE: The following is an output of the command if the entry that you want to add already
exist.

> nethsmenroll -p nethsmenroll 10.100.132.220 2C17-03E0©-D947
918953c37e0d4dc5d723a359295ff93cfe6ebdab

nethsmenroll: an entry with ESN 2C17-03E@-D947 already exists; use " --force' to
overwrite it
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6. Testing the installation.

To test the installation and configuration, follow these steps:

e Loginon the client computer as a regular user and open a command window.

e Runthe command:
> enquiry
A successful enquiry command returns an output of the following form:

Server:

enquiry reply flags none
enquiry reply level Six
serial number ##H#H-#HHHE - HHEE
mode operational

version #-#-#

speed index #iH#H#HH

rec. queue #i###, . HiHE
version serial #

remote server port ####
Module #i:

enquiry reply flags none
enquiry reply level Six
serial number #i#HHE-#HEHHE - HHH
mode operational

version #-#-#

speed index #iH###

rec. queue ##..###

rec. Longlobs queue ##

SEE machine type PowerPCELF
supported KML types DSAp1024s160 DSAp3072s256
hardware status O

NOTE: If the enquiry command says that the unit is not found:
Restart the client computer

Re-run the enquiry command

7. Configure RFS synchronization.

The remote file system (RFS) contains the master copy of the HSM Security World data
for backup purposes. The RFS can be located on either a client or another network-
accessible computer where the Security World Software is installed. If the RFSison a
client, the same file structure also contains the configuration files for that client.
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NOTE: Refer rfs-sync section from “User Guide nShield Connect for Windows" for more

details

C:\Users\Administrator> rfs-sync.exe --setup --no-authenticate <RFS-IP>
No current RFS synchronization configuration.

Configuration successfully written; new config details:

Using RFS at <RFS-IP>:9004: not authenticating.

C:\Users\Administrator> rfs-sync.exe --update
Starting synchronisation, task ID 5ca6fa8a.32f596d69d1bb3ca

Updated
Updated
Updated
Updated
Updated
Updated

(new)
(new)
(new)

(new)
(new)
(new)

card_b5310850ab6c82e1605382c7b68b183cda60dl3a_1
card_b5310850ab6c82e1605382c7b68b183cda60dl3a_2
card_b5310850ab6c82e1605382¢c7b68b183cdab@d13a_3

module 2C17-03E@-D947
module 2C17-03E@-D947
world

Finished synchronisation: 53 files updated, © committed.

C:\Users\Administrator> rfs-sync --commit

Starting synchronisation, task ID 5ca48468.764b879a080c7eca

This client does not have commit permission to the RFS;you must run 'rfs-
setup --gang-client' on the RFS first.

NOTE: The port of RFS synchronization is 9004.
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8. Check status through KeySafe and run the following command.
C:\Program Files\nCipher\nfast\bin\ksafe-app.jar
OR

Go to Start->nCipher->KeySafe. Review the configuration and confirm if the operational
state is usable.

) KeySafe - O x

File Manage Help

M CIPHER

KeySafe
World

Card sets Introduction

Softcards The KeySafe utility allows the Security Officer to manage system security across different applications. KeySafe can be used to administer
Keys security worlds, cards and keys.

Use the buttons on the sidebar to manage different parts of your system. Some operations require that an appropriate module is selected
@ winZk1g-dev, 7 ~ and thatthe correct cards are presented.

(=} Security World
- 4 Cipher suite: Unknown
- 4 Initialized: Yes
- 4 Strict FIPS 140-2 Level 3: No
# Key Recovery: Yes
- 4 Passphrase Recovery: Yes
[=- | Advanced
= Initialized: Yes
Strict FIPS 140-2 Level 3: No
Key Recovery: Yes
Passphrase Recovery: Yes
RTC Key: Yes
NVRAM Key: Yes
SEE Debug Key: Yes
Open SEE Debugging: No
- 4 FTO Key: Yes
[ERCE= fodule: #1
-4 State: Operational:Usable
B Card Slot 0: Error
- Card Slot 2: Empty
- N Card Slot 3: Empty
Advanced
ESN: 6606-03E0-D947
netHSM 15843
TP Address: __. ... _
Fort: 9014
Firmware version: 12,50.11
Has RTC: Yes
Has NVRAM: Yes
RO Compatible: Yes
RO Permitted: Yes
[=]-@m==1 Module: #2
L State: Operational:Usable

sessveses

LR R R RN NN N2

ESM: 9215-03E0-D947
netH5M 15843
IP Address:
Port: 9024
Firmware version: 12.50.11
Has RTC: Yes
Has NVRAM: Yes
RO Compatible: Yes
- @ RO Permitted: Yes
- 4 Qutside Security World v

sesesene s

NOTE: Please find the details of KeySafe in “User Guide nShield Connect for Windows”
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Configure HA (High Availability)
To configure HA for a multi- hardserver setup, add all the hardservers as follows:

1. Obtain the HSM ESN and HKNETI information.
To retrieve the nShield Connect’'s ESN and HKNET]I, run the command:

anonkneti <Unit IP>
The example of output of the command is as follows:

>anonkneti.exe <Server-A IP>
0401-03E0-D947 18fd6da2186bd778259d31bd63cee09a01b68794
>anonkneti.exe <Server-B IP>
4711-02E0-D947 c4405efd401b3719c109cdel04832e3eec18376¢C

2. Add all the hardservers.

The nethsmenroll command-line utility edits the client hardserver’'s configuration file to
add the specified nShield Connect.

If you are enrolling the client without an nToken, run the command:

> nethsmenroll [Options] --privileged < Unit IP> < Unit ESN> < Unit KNETI
HASH>

The example of outputs is as follows.

> nethsmenroll -p <Server-A IP> 0401-03E0Q-D947
18fd6da2186bd778259d31bd63cee09a01b68794

OK configuring hardserver's nethsm imports

> nethsmenroll -p <Server-B IP> 4711-02E0@-D947
c4405efd401b3719c109cdel04832e3eec18376¢C

OK configuring hardserver's nethsm imports
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Configure CSP (Module protection)

NOTE: Please note that for the deployment of the Autoenrollment Server, you need to
Configure CSP.

1. Go to Start-> nCipher and run CSP Install wizard (64bit).
l DigiCert

Windows Serve

Firefox =

Server Mana

Java

Java Development Kit F-

Windows.
Administrativ;

nCipher

SP install wizard (3

64bit CSP install wizard Remote

New Desktop...
G configuration wizard

KeySafe

Remote Administration Client

)
B ovensst

R
l REINER SCT cyberlack

S

2. Click Next.

nCipher CSP Install Wizard it

Welcome to the nCipher support
software install wizard

Thiz wazard guides you through the installation of nCipher's
Cryptographic Service Providers,

nCipher's C5Ps enable the use of the nCipher modules with
the wide range of security-enabled applications provided
with Windows,

If you have not alieady created an nCipher security world or
a sultable card set, the wizard guides you through their
creation before instaling the CSPs.

CSPs can only operate with nForce or nShield modules, If
you continue, only support for cryptographic acceleration will
be provided.

Cancel
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3. On Enable HSM Pool Mode, click Next.

nCipher CAPI Providers Configuration Wizard x

Enable HSM Pool Mode
Set options for Pool Mode CAPI provider.

‘Would you like to enable HSM Pool Mode for CAPI? HSM Pool Mode means that the
nCipher CAPI providers will see a single logical view with all the available HSMs seen as
one resource and no distinction between modules.

Mote: Operator Card Set protection for private keys generated by the CAPI Providers is
unavailable in HSM Pool mode.

I™ Enable H5M Pool Mode for CAPT Providers,

< Back Next > Cancel |

NOTE: Do not select the “Enable HSM Pool Mode for CAPI Providers” checkbox.

4. On Initial setup dialog box, click Next.

nCipher CSP Install Wizard *
initial setup 7\
Perform initial setup steps required for comect operation of nCipher Windows
Support Software.

You already have a security world set up on this server. You can use this security world
or create a new securty world.

Select this option to keep all your existing settings and keys, allowing you to
integrate new nCipher modules into an existing security world.

" Create a new security world

Select this option to create a totally new security world; all your existing card sets,
private keys, and certificates created with the nCipher modules will stop working.
Any existing security world is backed up. Only select this option if you do not have
an existing security world or are sure you need a new security world environment.

" Install cryptographic acceleration only
Select this option if you have an nF ast or do not want to use the nCipher CSPs.

< Back Next > Cancel |

NOTE: The first one (Use the existing security world) must be selectable. If not, please check

the configuration of module. (eg rfs-sync).

pg. 16




HSM Installation and Configuration for nShield

5. On Set Module States dialog box, click Next.

6. On the Key Protection Setup dialog box, select ‘Module protection’ and click Next.

pg. 1/

nCipher CSP Install Wizard

Set Module States
Ensure modules are in the comect state before you proceed.

The following modules are available in your system:

Module ID | Mode | State |
1 operational usable
2 operational ugzable

All modules are now in the comect state to proceed. Click Next to choose a
key-protection method and install the CSPs.

< Back Next > Cancel |

nCipher CSP Install Wizard

Key Protection Setup
Set up the private key-protection method and ensure a suitable Operator Card Set
exists if necessary.

Select a method to protect private keys generated by the CSPs.

" Operator Card Set protection [unavailable in Pool Mode)
r Alwayz uge the wizard when creating or importing keys

I” Cieate a new Operator Card Set

Card set name Imscapi

Number of cards reguired (K] |2 Total number of cards (M) |3
I Card set has a time-out Card set lime-out I seconds

I Persistent I~ Usable remotely ¥ Recoverable PP

< Back Next >

Cancel
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7. On the Software Installation dialog box, click Next.

nCipher CSP Install Wizard

Software Installation IF’ \
Ready to install nCipher support software.

Y'ou now have a valid security world. The wizard will now install the CSP.

Select the option below to set the nCipher CSP as the default SChannel CSP, enabling
it for the 15 certificate enroliment wizard, Leaving it unselected sets the Microsoft CSP
as the default, but the nCipher CSP is still available to applications.

[ Select to set the nCipher CSF as the default SChannel CEF:

< Back Next > Cancel

8. Click Finish.

nCipher C5P Install Wizard

Finished installing the nCipher
CSPs

nCipher CSPs are installed and your securty world is ready for
use.

Cancel

9. Confirm the CSP Providers for nCipher.
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C:\Users\Administrator>certutil -csplist

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider

Provider
Provider
Provider

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:

Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Type:

Name:

Type:

DigiCert PKI Client CSP
1 - PROV_RSA_FULL

Luna Cryptographic Services for Microsoft Windows
1 - PROV_RSA_FULL

Luna enhanced RSA and AES provider for Microsoft Windows
24 - PROV_RSA_AES

Luna SChannel Cryptographic Services for Microsoft Windows
12 - PROV_RSA_SCHANNEL

Microsoft Base Cryptographic Provider v1.0
1 - PROV_RSA_FULL

Microsoft Base DSS and Diffie-Hellman Cryptographic Provider
13 - PROV_DSS_DH

Microsoft Base DSS Cryptographic Provider
3 - PROV_DSS

Microsoft Base Smart Card Crypto Provider
1 - PROV_RSA_FULL

Microsoft DH SChannel Cryptographic Provider
18 - PROV_DH_SCHANNEL

Microsoft Enhanced Cryptographic Provider v1.0
1 - PROV_RSA_FULL

Microsoft Enhanced DSS and Diffie-Hellman Cryptographic
13 - PROV_DSS_DH

Microsoft Enhanced RSA and AES Cryptographic Provider
24 - PROV_RSA_AES

Microsoft RSA SChannel Cryptographic Provider
12 - PROV_RSA_SCHANNEL

Microsoft Strong Cryptographic Provider
1 - PROV_RSA_FULL

nCipher DSS Signature Cryptographic Provider
3 - PROV_DSS

nCipher Enhanced Cryptographic Provider
1 - PROV_RSA_FULL

nCipher Enhanced DSS and Diffie-Hellman Cryptographic Provider
13 - PROV_DSS_DH

nCipher Enhanced DSS and Diffie-Hellman SChannel Cryptographic

18 - PROV_DH_SCHANNEL



Provider
Provider

Provider
Provider

Provider
Provider

Provider

Provider

Provider

Provider

Provider

Name:
Type:

Name:
Type:

Name:
Type:

Name:
Name:
Name:
Name:

Name:

HSM Installation and Configuration for nShield

nCipher Enhanced RSA and AES Cryptographic Provider
24 - PROV_RSA_AES

nCipher Enhanced SChannel Cryptographic Provider
12 - PROV_RSA_SCHANNEL

nCipher Signature Cryptographic Provider
2 - PROV_RSA_SIG

Microsoft Software Key Storage Provider
nCipher Security World Key Storage Provider
DigiCert PKI Client KSP

Microsoft Passport Key Storage Provider

Microsoft Platform Crypto Provider

Microsoft Platform Crypto Provider: The device that is required by this
cryptographic provider is not ready for use.

Provider Name: Microsoft Smart Card Key Storage Provider

Provider Name: SafeNet Key Storage Provider

C:\Users\Administrator>

NOTE: You can find the following providers:

nCipher DSS Signature Cryptographic Provider

nCipher Enhanced Cryptographic Provider

nCipher Enhanced DSS and Diffie-Hellman Cryptographic Provider

nCipher Enhanced DSS and Diffie-Hellman SChannel Cryptographic Provider
nCipher Enhanced RSA and AES Cryptographic Provider

nCipher Enhanced SChannel Cryptographic Provider
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Configure CNG/KSP (Module protection)

NOTE: Please note that for the deployment of the Enterprise Gateway Server, you need to
Configure CNG/KSP.

1. Go to Start-> nCipher and run CNG Configuration wizard.

Windows Serve

Firefox

lava

Java Development Kit
Windows
Administrativ.

nCipher

B

3

Remote
Desktop...

64bit CSP install wizard
CNG configuration wizard

KeySafe

Remote Administration Client

0
B opensst

R
l REINER SCT cyberlack

O
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2. Click Next.

nShield CNG Providers Configuration Wizard x

Welcome to the nShield support
software configuration wizard

This wizard guides you through the installation of nShield's
Cryptographic Service Providers.

nShield CNG Praviders enable the use of nShield modules
with the wide range of security-enabled applications
provided with Windows,

If you have not already created an nShield secunty world or
a suitable card set, the wizard guides vou through their
creation before registering the CNG Providers.

To continue, click Next.

< Back Next > Cancel

3. On Enable HSM Pool Mode, click Next.

nShield CNG Providers Configuration Wizard it

Enable HSM Pocl Mode
Set options for Pool Mode CNG provider.

‘Would you like to enable HSM Pool Mode for CHG? HSM Pool Mode means that the
nShield CNG providers will see a single logical view with all the available HSMs seen as
one resource and no distinction between modules.

Mote: Operator Card Set and Softcard protection for private keys generated by the CNG
Providers is unavailable in HSM Pool mode.

[CJEnable HSM Pool Mode for CHG Providers.

< Back Nexd > Cancel

NOTE: Do not check the “Enable HSM Pool Mode for CNG Providers” checkbox.
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4. On Initial setup dialog box, click Next.

nShield CNG Providers Configuration Wizard x

Initial setup
Perform initial setup steps required by nShield Windows Support Software.

You already have a secunity world set up on this server. You can use this securty world
or create a new securty world.

Select this option to keep all your existing settings and keys. allowing you to
integrate new nShield modules into an existing securty world.

() Create a new security world

Select this option to create a totally new security world; all your existing card sets,
private keys, and certificates created with the nShield modules will stop working, Any
existing securnty world is backed up. Only select thiz option if you do not have an
existing securnity world or are sure you need a new security world environment.

< Back Next > Cancel

NOTE: The first one (Use the existing security world) must be selectable. If not, please check
the configuration of the module. (e.g. rfs-sync).

5. On Module States dialog box, click Next.

nShield CNG Providers Configuration Wizard x

Set Module States
Ensure modules are in the comect state before you proceed.

The following modules are available in your system:

Module ID  Mode State
1 operational usable
2 operational usable

All modules are now in the comect state to proceed. Click Nexst to restore your security
world to uninitialized nShield modules.

< Back Next > Cancel
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6. On the Key Protection Setup dialog box, select ‘Module protection’ and click Next.

nShield CNG Providers Configuration Wizard x
. W
Key Protection Setup 1
Set up the private key-protection method. J J

Select the default method that will be used to protect private keys generated by the
CMG Key Storage Provider.

If softcard or OCS protection is selected, the choice will be offered on the next page
whether to use an existing token or create a new one.

() Softcard protection [unavailable in HSM Pool Mode),
() Dperator Card Set protection [unavailable in HSM Pool Made].

() Allow any protection method to be selected in the GUI when generating.

< Back Nexdt = Cancel

7. On Software Installation dialog box, click Next.

nShield CNG Providers Configuration Wizard .
Software Installation 'P’ .
Ready to install nShield support software.

‘You now have a valid security world and key protection mechanism. The Wizard will
now register the nShield CHG Providers. The nShield providers will not be default
providers, and you must select them explicitly by name through vour application. Please
press Next to continue.

cBsck [ Bois ] | Cancs

8. Click Finish.
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nShield CNG Providers Configuration Wizard x
Finished registering the nShield
CNG Providers

nShield C5Ps are installed and your secunty world is ready for
uze,

< Back Finish Cancel

9. Confirm the providers for nCipher.

C:\Users\Administrator>cnglist --list-providers
DigiCert PKI Client KSP

Microsoft Key Protection Provider

Microsoft Passport Key Storage Provider
Microsoft Platform Crypto Provider
Microsoft Primitive Provider

Microsoft Smart Card Key Storage Provider
Microsoft Software Key Storage Provider
Microsoft SSL Protocol Provider

SafeNet Key Storage Provider

Windows Client Key Protection Provider
nCipher Primitive Provider

nCipher Security World Key Storage Provider

C:\Users\Administrator>

NOTE: You can find the following providers:

nCipher Primitive Provider
nCipher Security World Key Storage Provide
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Generate CSR (Module protection)

1. Create the information file for CSR.

a) To generate CSR through certreq.exe through CSP, the ProviderName must be
'nCipher Enhanced Cryptographic Provider". The sample of inf file is as follows.

[Version]

Signature = "$Windows NT$"

[NewRequest]

RequestType = PKCS10

ProviderName = "nCipher Enhanced Cryptographic Provider"

Subject = "CN=Registration Authority"
KeyContainer = "CSPRA20200525"
MachineKeySet = TRUE

KeyAlgorithm = RSA

KeyLength = 2048

KeyUsage = 0xfo

NOTE: At present, Only SHAT HashAlgorithm is supported by “nCipher Enhanced
Cryptographic Provider'. However, RA certificate issued by DigiCert is signed with
sha256RSA algorithm.

b) To generate CSR through certreg.exe through KSP, the ProviderName must be
'nCipher Security World Key Storage Provider'. The sample of inf file is as follows.

[NewRequest]
KeyUsageProperty = "NCRYPT_ALLOW_ALL_USAGES"
RequestType = PKCS10

ProviderName = "nCipher Security World Key Storage Provider"
ProviderType = ©

Subject = "CN=Registration Authority"

KeyContainer = "KSPRA20200525"

MachineKeySet = TRUE
HashAlgorithm = SHA256
KeyAlgorithm = RSA
KeyLength = 2048

2. Generate CSR through HSM

NOTE: <inf-file> is the file created at Step 1, <csr-file> is an output file.
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a) Open command prompt and run the following command:
> certreq -new <inf-file> <csr-file>
b) The CSR file will be generated as follows.

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIDjzCCAncCAQAWITEfMBOGALUEAwwWWUMVnaXNOcmFOaWOuIEF1dGhvcmlOeTCC

C610uagncn6FvLuS5pygZYFEVt0anCXNQRRUWiDGWK jHF+10GMh+V5YUur55T4W80
OuwK
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Get RA Certificate in PKI-Manager

The generated CSR(PKCS#10) can be copied and pasted onto the "Get an RA certificate"
page on PKI Manager (by an authorized PKI Administrator) and save the resulting RA
(PKCS#7) certificate onto a local folder.

1. Go to PKI Manager and sign in by using your certificate.

DigiCert PKI Platform

Account activity

Last updated: Jul 19, 2019 12:58 AM
Refresh

(a1

Recent activity
Action ses
Gertificate profile oreated ) 45, 2918
Certificate profile delsted 1 18, 2019
Gertificate options custo... 1 18, 2018
Certificats profile ceated 1 18, 2018
Certificate for user fevo... 45, 2015
Certificats for user revo... 1 18, 2019

Cerificste profile deleted 1z 2015
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Alerts
The DigiCert PKI Platform 8.19 releass includes:

Rebranding from Symantec to DigiCert
Email domain validation for SIMIME certificates via DCV (Domain Control Validation) process

Support for Microsoft Intune to issue Client Authentication certificates via SCEP enroliment flow

Enterprise Gateway and Autoenrolment Server support for SafeNet Luna Network HSM 7 (FIPS and non-FIPS Mode, Cloning and Export Mode) and
nShield Connect HSM

‘Windows Server 2016 support for Enterprise Gateway, Autoenroliment Server and Local Key Management Service (LKMS)

PKI Client support for the provisioning of Client Authentication certificates to Android devices

Removal of Adobe Individual, Adobe Organization and Adobe CDS certificate templates

Bug fixes

e seatactivity

All certificate profiles All certificate profiles

25

Certificates

o
12 Jul 13 jul 14 Jul
— Certificates issued — Certificates revoked

1 week | 1 month | 2 months | & months | 1 year | Al

' RO

Account status

Status: OK

Next service renewal: May 2, 2020

Seat usage

Refresh

Seat pool Used Purchased

Crganization

Buy more seats
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2. Click Menu and select "Get an RA Certificate".

DigiCert PXI Platform

Last updsted: Jul 19, 2

Al

Recent aamty

s profile o

csos profile Testes

cace for b revo

Cenincass profile seietes

Alerts
The DigiCert PKI Platform 8.19 release ncludes

Retrandig from Symantec to DgCent
Email doman val for S/MME certifcates vio DCV (Doman Control Valdaton) process

Support for Microsaft Mtune to msue Chent Authentication cerficates. vis SCEP enrolment fow

Enterprise Gateway and Autoenrolment Server support for SafeNet Luna Network HSM 7 (FPS and non-FIPS Mode, Cloning ang Export Mode) and
nShieid Connect HSM
Windows Server 2016 support for Enterprise Gateway, Autoenrolment Server and Local Key Management Service (LKMS)
PXI Chent support for the Clent

Removal of Adobe ndwigusl, Adobe Organzation and Adobe COS certificate tempistes

Bug fxes

T e o

All centificate profiles Al certificate profies

Certificates

Jul 18 Ju
— Centificates issued — Certificates revoked

Account status
(G stata: OK

Next service renewal: May 2, 2020

Seat usage

3. Paste your CSR and enter a certificate friendly name and then click "Continue".
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Get an RA certificate

Ifyou are setting up PKI Enterprise Galeway or PKIWeb Senices, you must install an RA certificate to secure
communicalions between your dient andihe Web Sendce

Hyou are not setiing up these sendces, or have already goften your RA ceriificate, you do not need to complete this
process.

Enter Certificate Signing Request (CSR)

Ask your senver administrator to generate 3 CSR for your RA certificate. Your adminisirator must generate the CSR
according to the instructions in the installation guids for your sendce

You can access the resources page by clicking on the @ icon on the dashboard

*Paste your CSH:

7]

Important Service Requirements: If you discover ar have reason to befeve that there has been a compromise of your private key,
you must immediately revoke the certificate or nalify the isauing center to do sa. Similarly, if the nformation wihin your certificate
or your organzation name has changed, please notify the ssuing center. Note that the issuing center retains the rght to revoke
your certificate at any time without notice if (i) you fad to perferm your obligations under the terms of your service agreement, or
{8} n the msuing center's scle discretion, you have engaged in aciviies which the Bsuing center determines are harmful fo s
systems.

nier a certificate friandly name:;

Renewal email notification

The following email contact will recelve certificate renewal information.If you would like 1o change this contact, go to
the menu and select Manage account and sub-accouni(s). Select Edit renewal email notification to update

Email address: Ashish_RanjanPanner@yopmail com

* Required infoematicn

9 DigiCart Inc. All rights reserved
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The CSR looks as follows; Please paste it.

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIDjzCCAncCAQAWITEfMBOGALUEAwwWWUMVnaXNOcmFOaWOuIEF1dGhvcmlOeTCC

zbnTmglIIY4ANSgFcRsbs5j5GQDN86gSKmQ8/EvOjbpC62X3ZDhVmYSMBIUO1Igv6
1tyz

4. Click "Download" then the PKCS#7 file will be downloaded.

digicert

Your RA certificate is ready
Your RA cerificate must be installed on the server where your PKI Enterprise Gateway or PKI Web

Services is installed.

Install your RA certificate
1. Download your RA certificate.

Issued to:
Expiration date;
Jul 18, 2020

File format:
PKCS #7

I

2. Forward the RA cerificate to your server administrator. Your administrator must follow the instructions
in the installation guide for your service You can download the appropriate installation guide from the

resources page by clicking on the @ icon on the dashboard.

5. Click "Done" to go back to the PKI Dashboard.

Install RA certificate

a) Before Installing the RA certificate, the trusted root certificate must be installed. if
not, the following error will be displayed.

Certificate Request Processor: A certificate chain could not be built to a
trusted root authority. ©x800b010a (-2146762486 CERT_E_CHAINING)

b) Open command prompt (on the folder where the PKCS#7 file exists) and run the
following command.
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> certreq -accept <issued-cert>

Note: Repeat the above commands to download and install RA certificate for both CSR’s.

c) RFS Commit.

Run the below command to commit local key-management data changes to the remote
file system.

C:\Users\Administrator> rfs-sync --commit
Starting synchronisation, task ID 5ca48468.764b879a080c7eca

Sharing the existing certificate between 2 machines on nCipher HSM
(Optional)
Follow the below steps to share the RA certificate between 2 EG/AE machines.

1. On Machine A, commit all the updates into hardserver.

> rfs-sync -U
> rfs-sync -c

2. On Machine B, synchronize all the updates.

> rfs-sync -U

Note: It is assumed that the RA certificate key material is generated on machine A only.

w

Copy the issued RA Certificate (PKCS#7) from Machine A to Machine B.
4. On Machine B, import RA Certificate for AE through mmc (Local Computer).

After a successful import, note down the serial number of the certificate imported for
the next step.

Note: You can also use certificate thumbprint in place of serial number to run the command
in next step.

5. On Machine B, repair the RA Certificate through certutil.

Usage: certutil -f -repairstore -csp <CSP Provider> my <Serial Number of the RA
Certificate>

After that, you can find the RA Certificate has private key through mmc.exe.

C:\Users\Administrator>certutil -f -repairstore -csp "nCipher Enhanced
Cryptographic Provider” my "4973eelfd23091cdc34bed471ed97aa9%6"

my "Personal”

Serial Number: 4973eelfd23091cdc34be471ed97aa96
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Issuer: CN=Symantec Private Class 3 Registration Authority TEST CA, OU=FOR
TEST PURPOSES ONLY, O=Symantec Corporation, C=US

NotBefore: 7/21/2020 5:00 PM
NotAfter: 7/22/2021 4:59 PM

Subject: O=LTE STD Full, OU=MULTI-ALLOWED, OU=RA, CN=Registration Authority
1595422928419

Non-root Certificate
Cert Hash(shal): 999f781c659efca61f9f9814d8fbaaebd7f2d5b3
cbData: 15 ==> 40

Key Container = CSPRA20200722

Provider = nCipher Enhanced Cryptographic Provider
Private key is NOT exportable
nCipher Enhanced Cryptographic Provider: KeySpec=2
AES256+RSAES_OAEP(RSA:AT_SIGNATURE) test skipped
Signature test passed
================ Begin force NCrypt ================
Encryption test FAILED (CNG)
———————————————— End force NCrypt ----------------
CertUtil: -repairstore command completed successfully.

C:\Users\Administrator>

Note: Make sure Signature test passed, -repairstore command completed successfully.

6.

On machine B, import RA Certificate for EG through mmc (Local Computer)

After a successful import, note down the serial number of the certificate for the next
step.

Note: You can also use certificate thumbprint in place of serial number to run the command
in next step.

7.
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On Machine B, repair the RA Certificate through certutil.

Usage: certutil -f -repairstore -csp <CNG Provider> my <Serial Number of the RA
Certificate>

After that, you can find the RA Certificate has private key through mmc.exe.

C:\Users\Administrator>certutil -f -repairstore -csp "nCipher Security World
Key Storage Provider" my "653ff667735c50dbf7b68bf694908af6"

my "Personal"
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=== =—========= cer‘tificate 13 === =—==—=======
Serial Number: 653ff667735c50dbf7b68bf694908af6

Issuer: CN=Symantec Private Class 3 Registration Authority TEST CA, OU=FOR
TEST PURPOSES ONLY, O=Symantec Corporation, C=US

NotBefore: 7/21/2020 5:00 PM
NotAfter: 7/22/2021 4:59 PM

Subject: O=LTE STD Full, OU=MULTI-ALLOWED, OU=RA, CN=Registration Authority
1595422979423

Non-root Certificate
Cert Hash(shal): c291f6f2bec306773cce3b896f3e0d62cfecel70
Key Container = KSPRA20200722
Provider = nCipher Security World Key Storage Provider
Private key is NOT exportable
nCipher Security World Key Storage Provider: KeySpec=0

AES256+RSAES_OAEP(RSA:CNG) test FAILED: Cannot find the certificate and
private key to use for decryption. 0x8009200c (-2146885620
CRYPT_E_NO_DECRYPT_CERT)

Encryption test passed
Signature test passed
CertUtil: -repairstore command completed successfully.

C:\Users\Administrator>

Note: Make sure Encryption and Signature test passed, -repairstore command completed
successfully.
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