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Intune SCEP

Introduction

Microsoft Intune provides mobile device management and mobile application capabilities
that let you determine the data different users in your organization can access. The
integrated data protection and compliance capabilities define what users can do with the
data within Microsoft Office and other mobile apps.

Integrating Microsoft Intune with DigiCert PKI Platform allows you to generate digital
certificates that provide the trust without any usernames, passwords, or additional
hardware tokens. In addition, DigiCert PKI Platform provides quick deployment and easy
management and offers industry leading security that is unmatched by in-house PKI

solutions.

The integration be accomplished using the Intune NDES connector (which implements
DigiCert PKI Web Services APIs), and/or using Microsoft APIs.

The following tables shows the types of certificates that can be issued along with the
integration method(s) for that type certificate.

Table 1 Certificate Type Integration Method

Integration Notes
DigiCert Microsoft Method with
Certificate Type | Profile Type DigiCert PKI
Platform
Device SCEP certificate Microsoft API This is a cloud-to-cloud integration.
Authentication
PKCS certificate Microsoft NDES NDES connector runs on a Microsoft server
Connector machine that you host.
: SCEP certificate Microsoft API This is a cloud-to-cloud integration.
User Client
Authentication
PKCS certificate Microsoft NDES NDES connector runs on a Microsoft server
Connector machine that you host.
SCEP certificate Microsoft API This is a cloud-to-cloud integration.
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Integration Notes
DigiCert Microsoft Method with
Certificate Type | Profile Type DigiCert PKI
Platform
S/MIME (Digital
Signature only)
PKCS certificate Microsoft NDES NDES connector runs on a Microsoft server
Connector machine that you host.
S/MIME (Encryption | PKCS imported Microsoft NDES (PFX) | Intune does not support new
only) certificate Connector enrollments/renewals of S/MIME escrowed

certificates.

This solution feature recovers previously
issued S/MIME key/certificate in PKCS12
format with associated password and
imports into Intune for onward provisioning.

Secure Email PKCS imported Microsoft NDES (PFX) | Intune does not support new
(S/MIME Signing certificate Connector enrollments/renewals of S/MIME escrowed
and Encryption) certificates.

This solution feature recovers previously
issued S/MIME key/certificate in

PKCS12 format with associated password
and imports into Intune for onward
provisioning.

This document covers Microsoft Profile SCEP certificate types integrated using Microsoft
APIs.

This document helps you integrate Microsoft Intune with DigiCert PKI Platform 8.20 to
issue end-entity certificates to mobile devices for client authentication.

Prerequisites

e Your Microsoft Azure tenant has Azure Active Directory services is enabled.

e Your Microsoft Intune account is configured for Intune MDM Authority.

e Your Microsoft Intune account is configured with an Apple MDM Push Certificate, if
you will issue certificates to an Apple iOS device.
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Intune SCEP

e Your DigiCert PKI Platform account is enabled with the following DigiCert Certificate
Profile Templates and that you have at least one Seat allocated to the appropriate

Seat Pool for the type of certificate you want to issue:

DigiCert certificate Profile Template

Seat Pool Type

Generic Device Authentication for Intune Device
Client Authentication for Intune User
S/MIME (Digital Signature only) for Intune User

Integration Overview

The following illustration explains how Microsoft Endpoint Manager integrates with

DigiCert PKI Platform via SCEP.

6/

Intune Managed Device

5

2

/ - --\\'.
( )
>\\““ I\
) ;,'v\/f \

DigiCert Certificate Authority o

Certificate Profiles

Microsoft Intune MDM

1. The Intune Administrator creates certificate templates in Microsoft Intune
corresponding to the profiles created in DigiCert PKI Platform.

2. Microsoft Intune deploys the Device Configuration profiles (Trusted Certificate &
SCEP types) to the specified group of endpoint devices.

3. DigiCert Certificate Authority validates the request with Intune.
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4. Microsoft Intune provides the validation response to DigiCert PKI Platform SCEP
service.

5. DigiCert Certificate Authority issues the certificate to the requesting device.

6. Finally, DigiCert Certificate Authority provides the confirmation message to Intune.

Azure Active Directory App registration

Create an application registration that DigiCert PKI Platform SCEP Service uses to
communicate to Intune via APIs.

The goal of this procedure is to obtain Application (client) ID, Client secret, and Tenant
Name which will be used to configure a DigiCert Certificate Profile in DigiCert PKI
Manager.

1. Inthe Azure portal, search for or select Azure Active Directory from any page.
2. Select App registrations, and then select New registration.
Note: If you create many DigiCert Certificate Profiles using Azure Auth, you can reuse

this app registration for each profile, or you can create and use separate app
registrations for higher security and granular auditing and logging.

sl e i s

g TenantMonkey | App registrations & -

7 A fiters

r of any applications in this directary.

This account isn't Bsted 25 an owner W application
View all applicatian: in the direciory
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https://portal.azure.com/

e ey

Home > Tenantonkey

ctive Directory

=

Groups

External Identities

Roles and administrators

[

B Administrative units
) Enterprise applications

Devices

App registrations

&

Identity Governance

Application proxy

% Licenses

&

Azure AD Connect

Custom domain names

Mobility (MDM and MAM)

Password reset

Company branding

User settings

Properties

Security

Manitaring

D sign-in logs

(1]

Audit logs

Provisioning logs

Log Analytics

Diagnostic settings

Workbaoks

Usage & insights

% Bulk operation results (Preview)

Troubleshooting + Support
B Virtual assistant (Preview)

https://go.microsoft.com/fwlink/Zlinkid=2132805

+ Newregistration @ Endpoints /2 Troubleshooting

All applications

P Start typing a display name to filter these results

Intune SCEP

TenantMonkey | App registrations =

Refresh L Downlosd [l Preview features | A7 Gotfeedback?

New registration

@ Starting June 30th, 2020 we willno longer add any new features fo Azure Actve Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updtes but we willno longer provide feature updates. Applications wil meed to be upgracied to Microsoft Authentication Library
(MSAL and Microsoft Graph Leam more

Owned applications  Deleted applications

g Add filters

“This account isn'tlsted as an owner of any applications in this directory.

x

3. Inthe Name field, enter a meaningful display name for the application. Click Register.

Home > TenantMonkey >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

DigiCertSCEP

Supported account types

Who can use this application or access this API?

(O Accounts in this organizational directory only (TenanthMonkey only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenang)

(®) Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microseft accounts (e.g. Skype, box)

() Persanal Micrasoft accounts only

Help me choose..,

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is reguired for mest authentication scenarios.

Scle + | [ g httpsi//eample.com/auth |

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies o
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4. Copy and save the Application (client) ID value in a secure file for later use.

Application (client) ID will be used later when configuriing the DigiCert Certificate
Profile in DigiCert PKI Manager.

admin@digicertintuned... @

A Search resources, services, and docs (G+/)

TENANTMOMKEY (DIGICERTINT....
Home > TenantMonkey >
g2 DigiCertSCEP = - X
ey
|,-’? Search (Ctrl+/) | « EI Delete @ Endpoints Preview features
B Overview -
. Essentials
& Quickstart
Display name Client credentials
#" Integration assistant iQiCertSC ifi -
# g DigiCertSCEP Copy to clipboard Add 5 certificate or secret
Application (client) ID Redirect URls
Manage 2662b113-deT8-4das-8bd 7-d0d9e88752f [y Add a Redirect URI
L,
B Branding & properties Object ID Application ID URI
Taad55b3-952b-482e-bfGb-38c554e62538 Add an Application 1D URI
2) Authentication
2 Directory (tenant) 1D Managed application in local directory
Certificates & secrets fled14c1-27e6-435c-8101-80F1177150f1 DigiCertSCEP
. . Supported account types
il Tok fi i -
! oken configuratan All Microsoft account users
= APl permissions
@ Expose an APl 0 We!ccrr_g to t'he r'eu.ard improved App registrations. Looking to learn how it's changed from App
registrations (Legacy)? Leam more
5 Approles
& Qwners 0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication =
Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we
it Roles and administrators will no longer provide feature updates, Applications will need to be upgraded to Microsoft Authentication
Library {MSAL) and Microsoft Graph. Learn more
i Manifest
. X
Support + Troubleshooting A\ starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant
apps without verified publishers. Add MPN ID to verify publisher
&2 Troubleshooting
W .
& New support request Get Started  Documentation
. . . . . . .
Build your application with the Microsoft identity
platform
The Microsoft identity platform is an authentication service, open-source
libraries, and application management tools. You can create modern, standards- -
4 b
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5. Select Certificates & secrets, and then select New client secret.

O Search resources, services, and docs (G+/) [ 7 admin@digicertintuned...
y TENANTMOMKEY (DIGICERTINT .
Home > TenmantMonkey > DigiCertSCEP
DigiCertSCEP | Certificates & secrets » - X
| 2 Search (Ctrl+/) | « Sa:j Got feedback?
B Overview ) o o ] ) o ) o
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a
& Quickstart web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate
(instead of a client secret) as a credential,
# Integration assistant
Manage o2
o Application registration certificates, secrets and federated credentials can be found in the tabs below.
B Branding & properties
—:a Authentication - ]
Certificates (0) Client secrets (0) | Federated credentials (0)
I Certificates & secrets
Il Token configuration A se_cret.stn'ng that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.
=~ AP| permissions
-+ Mew client secret
@ Expose an AP i
. Description U Expires Value (0 Secret |D
wa Approles
&8 Owners No client secrets have been created for this application.
ai» Roles and administrators
El Manifest
Support + Troubleshooting
&2 Traubleshooting
E Mew support request
1 »
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6. Enter a Description and select the desired expiration period for the client secret. Click
Add.

Note: A new client secret will need to be created prior to expiration and updated in the
DigiCert Certificate Profile in DigiCert PKI Manager portal to avoid service interruption.

£ Search resources, services, and docs (G+/) [ 53 7 admin@digicertintuned...
- . TENANTMONKEY (DIGICERTINT .

Home > TenantMonkey > DigiCertSCEP

DigiCertSCEP | Certificates & secret

Add a client secret X

Description SharedSecret for DigiCertPK] |

| 2 Search (Ctrl+/) | « SE’ Got feedback?

Expires I Recommended: 6 months e I

B Overview Re ded: 6 th
Credentials enable confide commends mants

& Quickstart web addressable location )

' ! 3 months
(instead of a client secret)
#" Integration assistant 12 months
Manage 18 months

o Application registrati 24 months

Custom @

B Branding & properties
—3 Authentication

Certificates (0) Cliet
Certificates & secrets b |

A secret string that the a

il Token configuration _—
application password,

-2 APl permissions

-+ New client secret
&b Expose an AP

o Description
Wi Approles
a8 Owners Mo client secrets have be

als FRoles and administrators

il Manifest

Support + Troubleshooting
&2 Trou bleshooting

a New support request
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7. Copy and save the client secret Value in the same secure file as the previously saved
Application (client) ID. Client secret will be used later when configuriing the DigiCert
Certificate Profile in DigiCert PKI Manager.

Note: The client secret Value cannot be viewed again once this view is closed. If you
forget the value, you need to create a new client secret.

= 9 N & ™ admin@digicertintuned... @
£ Search resources, services, and docs (G+/) b L o TENANTMONKEY (DIGICERTINT_

Home > TenantMonkey > DigiCertSCEP

DigiCertSCEP | Certificates & secrets = - %

|,“- Search (Ctrl+/) | « £7 Got feedback?

B Overview
N Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
&3 Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

# Integration assistant

Manage o Application registration certificates, secrets and federated credentials can be found in the tabs below. *
B Branding & properties
) Authentication Certificates (0) Client secrets (1) Federated credentials (0)
Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passward.
il Token canfiguration
T~ New client secret
-2~ API permissions
N Description Expires Value (0 Copy to clippoard et ID
& Expase an AP|
5 App ol SharedSecret for DigiCertPKl 9/11/2022 2HFTQ~0GScOHH-hgOpOXbiohnaYZetir... 5 I?Oaddﬁ'd-f%zddfe-&‘l 5-628e719d03es [ [i]
T Approles
S

& Owners

di. Roles and administrators
B Manifest

Support + Troubleshooting

ﬁ Troubleshoating

u New support request
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8. Select API Permissions, and then select Add a permission.

2 Search resources, services, and docs (G+/)

Home > TenantMonkey > DigiCertSCEP

- DigiCertSCEP | APl permissions  » - b

[/ search (Ciri+/ | « () Refresh | A7 Got feedback?

B Overview

#3 Quickstart
N - . - - et
o The "Admin consent required” column shows the default value for an arganization. However, user consent can be customized per permission, user, or app. This column may not reflect the

;,' Integration assistant value in your organization, or in organizations where this app will be used. Learn more

Manage X .
Configured permissions

B Branding & properties _— N . . . . .
Applications are authorized to call APls when they are granted permissicns by users/admins as part of the consent process, The list of configured permissions should include

3 Authentication all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets ~ Grant admin consent for TenantMankey

e N . T
I} Token configuration APl / Permissions nar| Add a permission Description Admin consent requ... Status
“ Microsoft Graph (1) -
@ E &P
Xpose an User.Read Delegated  Sign in and read user profile N o
App roles
& Owners

To view and manage permissions and user consent, try Enterprise applications.
di. Roles and administrators

E Manifest
Support + Troubleshooting

&2 Troubleshasting

“. New support request
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9. Select Intune.

Home > TenantMonkey > DigiCertSCEP Request API permissions e
- DigiCertSCEP | API permissions  #

Select an API =
0 (&) o
- “ () Refresh A Got feedback? APIs my organization uses My APIs

Microsoft APIs

B Overview
Commonly used Microsoft APIs

& Quickstart
@ The “Admin consent required” columr
value in your organization, o in orgar

# Integration assistant Microsoft Graph

Taite advantage of the tremendous ameunt of data in Office 365, Enterprise Mobility = Security, and Windows 10,
Access Azure AD, Excel, Intune, Outlcok/Excharge, OneDrive, OneNote, SharePoint, Planner, and more though =
single endpaint.

—

: &
lanage X

Configured permissions \4’

- .

B2 Branding & properties Applications are suthorized to call APls w

D Authentication all the permissions the application needs.

Certificates & secrets

Add a permission  + Grant admir

11l Token configuration

. Roles and administrators

B Manifest
Support + Troubleshooting

&® Troubleshaoting

£ Wew support request

Azure Communication

=

Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRIM organization to an extemal
destination

Flow Service

Embed flow templates and manage
flows

Power Bl Service

Programmatic access
to Dachhaard recaurces euch

a]

Azure Rights Management

W Central

Frogrammatic access 1o ata 3ng
functionality in Cynamics 365 Business
Central

=) mntune

Programmatic access to Intune data

&

g SharePoint

Interact remotely with SharePoint data

]A Azure Service Management

APl / Permissions name Tyg Services L&l services
S APl permissions Rich communicstion experiences with Allow validated users to read and write Frogrammatic access to much of the
P “ Microsoft Graph {1 the same secure CPass platform used protected content functionality available through
Expose an AP| by Microsoft Teams the Azure porta;
UserRead Del

App roles

2 Owners ) ) ) 7 )
To view and manage permissions and user Ny, Data Export Service for £ Dynamics 365 Business N

)P Dynamics CRM

Access the capaniivies of CRM business
software and ERP systems

n Office 365 Management APls

Retrieve information sbeut user, admin,
s

system, and pelicy actions and eve;
from Office 365 and Azure AD activity
logs

9 Skype for Business

Integrate rezl-time presence
anc conference

meccaning calling

10. Select Application permissions, then select scep_challenge_provider. Select Add

permissions.

Home > TenantMonkey > DigiCertSCER

- DigiCertSCEP | APl permissions =

) Refresh | A7 Got feedlback?

P Search (Cir «
B Overview

& Quickstart
@ The "Admin consent required” columr

# Integration assistant value in your organization, or in orgar

Manage
Configured permissions
& Branding & properties Applications are autherized to call AP wh

Authentication all the permissions the application needs.

©

Certificates & secrets Add a permission  ~/ Grant admir

Token configuration API / Permissions name v

= APl permissions .
~ Microsoft Graph (1

a
Expose an API UserResd Del

App roles

&2 Cwners

Request API permissions

< All APIs

=

Intune

1@ Intune APIs are available via the Microsoft Graph API. You may want to consider using Microsoft Graph instead.

hitps://apimanage. microsoft.com/ Docs ('

What type of permissions does your application require?

Delegated permissions

Your appliction needs to access the AP a5

Select permissions

grec-in user,
signed-in user.

Application permissions

Your application runs as a background service or daemon without a

expand 3

P Start typing a permission to filter these results

Permission

' Permissions (1)

rehouse ()

Add permissions

Admin consent required

To view ang manage permissions ang uset [ get data s Ves
4. Roles and administrators. Get data warehouse information from Microsoft Intune
B Manifest 0 gt device_compliance () Vs
Get device state and compliance information from Microsoft Intune
Support + Troubleshooting []  menegeparner complance policy © ;
s
2 Troubleshoating Manage partner compliance policies with Microsoft Intune.
& New support request O  senascer challenges to Intune for certificate request validation. Yes
scep_challenge_provider
= Rl gy e
SCEP challenge validation
send_data_usage @ .
(Il — Yes

pg. 14




11. Select Add a permission, and then select Microsoft Graph.

£ Search resources, services, and docs (G+/)

Home > TenantMonkey > DigiCertSCEP

- DigiCertSCEP | APl permissions =

\;. Search (Ctrl+/) | « (0 Refresh | @ Got feedback?

[ "
B Overview A& You are editing permission(s) to your i

& Quickstart
#" Integration assistant

@ The “Admin consent required” columr

Manage wvalue in your erganization, or in orgar

B Branding & properties

2 Authentication Configured permissions

Applications are authorized to call APls wk
all the permissions the application needs.

Certificates & secrets

Token configuration

~/ Grant admir

-2 APl permissions

& Expose an AP AP1f Permi Typ
App roles “ Intune (1)

& Owners scep_challenge_provider Ap)

di. Roles and administrators ' Microsoft Graph (1)

B Manifest User.Read Del

Support + Troubleshooting

. To view and manage permissicns and uset
2 Troubleshaoting

E‘ New support request

Request API permissions

Select an API

Microsoft APIs

Commonly used Microsoft APls

APIs my organization uses

My &Pls

Intune SCEP

Microsoft Graph

single endpoint.

U

\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10
\ " Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMote, SharePoint, Planner, and more through a
il

r Azure Communication
& Services

Rich communication experiences with
the same secure CPaaS platform used
by Microsoft Teams

Ny Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Cynamics
CRM organization to an extemal
destination

[ Flow Service

Embed flow templates and manage
flows

Power BI Service

Programmatic access
toDashhoard respurres sijch

(™} Azure Rights Management
L& Services

Allow validated users to read and write
protected content

#% Dynamics 365 Business

W& Central

Programmatic access to data and
functionality in Dynamics 365 Business
Central

% Intune

Programmatic access to Intune data

6 SharePoint

Interact remotely with SharePeint data

/_s Azure Service Management

Programmatic access to much of the
functionality available through
the Azure porta

b Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

l] Office 365 Management APls

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity
logs

a Skype for Business

Integrate real-time presence, secure
messaning calling and conference
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12. Select Application permissions, expand Application, check Application.Read.All, and
then Add permissions.

R Search resources, services, and docs (G+/)

Home > TenantMonkey > DigiCertSCEP

= DigiCertSCEP | APl permissions =

Refresh | A7 Got feedback?

B Overview

A\ You are editing permission(s) to youri

& Quickstart
#" Integration assistant

o The “Admin consent required” columr

Manage value in your organization, or in orgar

B Branding & properties
3 Authentication Configured permissions

Certificates & sacrete Applications are authorized to call APls wh
all the permissions the application needs.
ill Token configuration

A Add a permission  ~ Grant admir

& Expose an AP APl / Permissions name Tye
L Approles ~ Intune (1)

& Owners scep_challenge_provider Ap)
& Roles and administrators Vv Microsoft Graph (1

B Manifest User.Read Del

Support + Troubleshaoting

) To view and manage permissions and user
2 Troubleshooting

& New support request

Request API permissions

CAll APIs

Gk Microsoft Graph
f

hitps://graph.micros:

com/ Docs f!

What type of permissions does your application require?

Delegated permissions

Your application needs to access the API as the signed-in user.

Select permissions

Application permissions.

‘Your application runs as a background service or daemon without a
signed-in user.

[, Start typing a permission ta filter these results

Permission

> AdministrativeUnit

> AgresmentAcceptance
> Agreement

> APIConnectors

> AppCatalog

' Application (1)

ApplicationRead All @

Read all applications

Admin consent required
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13. Select Manifest to modify and directly update the application JSON representation to
enable Azure AD Graph API.

Note: Currently this integration also depends on the Azure AD Graph API, which is on a
deprecation path and cannot be configured using the "Request API permission” GUI
workflow. It is recommended that you download and save a backup of the Manifest
JSON file prior to making any changes.

In the application manifest locate the "requiredResourceAccess” array and insert the
following object as-is (which represents the Azure AD Graph API application role
permissions), as shown in the screenshot and Save.

"resourceAppId": "00000002-0000-0000-c000-000000000000",
"resourceAccess": [
{
"id": "5778995a-elbf-45b8-affa-663a9£3£4d04",
” typell : llRolell
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B Search resources, services, and docs (G+/)

Home > TenantMonkey > DigiCertSCEP

[ DigiCertSCEP | Manifest

i Download }‘\7 Got feedback?

‘;‘ Search (Cirl=/)

B Overview

& Quickstart
. R 4z "createdOn”: "2022-83-11T18:41:24.1132785Z",
#" Integration assistant 45 “hint": 20",
47 "displayMame": "SharedSecret for DigiCertPKI™
Manage a5 '
B Branding & properties 4 1.
58 "preAuthorizedApplications™: [],
3D Authentication 51 "publisherDomain”: "digicertintunedemo.onmicrosoft.com”,
52 "replyUrlsWithType": [1,
Certificates & secrets 53 =———p’reguiredResourceAccess™: [
54
Il Token configuration < { "resourceAppId” Geee_pee0-can i
2 APl permissions 56 "resourceAccess™: [
57 {
@ Expose an API 58 "id": "5778995a-21bf-45b8-affa-663a9f3fades”,
- 59 "type": "Role"
EL Approles &0 3
& Owners 61 1
52 b
&k Roles and administrators 63 {
y 64 "resourceippld”: < A
[ Manifest | @ &5 "resourceAccess™: [
66 {
Support + Troubleshooting &7 "id"; “elfe6dds-ba3l-4de1-89e7-55639da4683d",
&2 Troubleshooting 58 type": "Scope
59 L
& New support request 79 {
71 "id": "9a5d63dd-52be-4cc2-bd4@-zbofadac3aze”,
72 "type": "Role"
73 T
74 1
s h
76 {
77 "resourcehppld”: "cleled42e-dddf-4a3d-9b42-27a3c31f5944",
78 "resourceAccessTr [
79 I

https://portal.azure.com/#blade/Microsoft AADY_RegisteredApps/ApplicationMenuBlade/Manifest/appld/2662b113-de79-4da8-8bd7-d0d9e897e52f/isMSAApp/

Intune SCEP

14. Select API permissions, and then select Grant admin consent for <TenantName>.
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A Search resources, services, and docs (G+/)

Intune SCEP

Home > TenantMonkey > DigiCertSCEP

= DigiCertSCEP | APl permissions =

[ £ Search crr

|<(

B Overview

& Quickstart

# Integration assistant
Manage

Branding & properties

i

D

Authentication

Certificates & secrets

Token configuration

& Expose an API

App roles

& Owners

dl. Roles and administrators

Manifest

Support + Troubleshoating

ﬂ Troubleshooting

2 New support request

() Refresh | & Got feedback?

o Successfully granted admin consent for the requested permissions,

A This application is using Azure AD Graph AP, which is on a deprecation path. Starting June 30th, 2020 we will ne longer add any new features to Azure AD Graph APL We strongly
recommend that you upgrade your application to use Microsoft Graph APl instead of Azure AD Graph API to access Azure Active Directory resources. Learn more

A Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. Add MPN ID to verify publisher

o The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not refiect the
wvalue in your organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

T Add a permission I ~ Grant admin consent for TenantMonkey I

APl [ Permissions name Type Description Admin consent requ... Status

v Azure Active Directory Graph (1) e
Directory.Read.All Application Read directory data Yes @ Granted for Tenanthon,,  +e+

U

scep_challenge_provider Application  SCEP challenge validation Yes @ Granted for TenantMon,,  ***

 Microsoft Graph (2) was
Application.Read.Al Application  Read all applications Yfes @ Granted for TenantMon,,  ***
User.Read Delegated  Sign in and read user profile No @ Granted for TenantMon,, e+

To view and manage permissions and user consent, try Enterprise applications.

X

The app registration process in Azure AD is complete.
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15.In the Azure Portal, in the upper right-hand corner, hovering over your user account
displays the account details.

Note the Azure account Domain and save this as your 7enant Name along with the
Application (client) IDand Client secret as they will be used later when configuring the
DigiCert Certificate Profile in DigiCert PKI Manager.

P Search resources, services, and docs (G+/)

Home > TenantMonkey > DigiCertSCEP

= DigiCertSCEP | APl permissions = -

- ]
Taﬁumcum OIGICERTINT...

Name: Tenant

Email: e
Directary: 1 J
Domain: digicertintunedemo.onmicrosoft.com

() Refresh | & Got feedback?

B Overview

@ successfully granted admin consent for the requested permissions.

Quickstart
#" Integration assistant A\ This appiication is using Azure AD Graph AP), which is on  deprecation path. Starting June 30th, 2020 we will no longer add any new features to Azure AD Graph APL We strangly *
recommend that you upgrade your application to use Microsoft Graph APl instead of Azure AD Graph API to access Azure Active Directory resources. Learn more
Manage
9 Branding & properties %

A\ Sterting November 9th, 2020 end users will no lenger be able to grant consent to newly registered multitenant apps without verified publishers. Add MPK ID te verify publisher

D Authentication

Certificates & secrets v
o The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not refiect the
Il Token configuration value in your organization, or in organizatiens where this app will be used. Learn more

= AP| permissions

Configured permissions
& Expose an API a P

Applications are autharized to call APls when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include
S Approles all the permissions the application needs. Learn more sbout permissions and consent
& Owners
- Add a permission  + Grant admin consent for TenantMonkey
&l Roles and administrators
AP/ Permissions name Type Description Admin consent requ... Status
Bl Manifest
" Azure Active Directary Graph (1}
Support + Troubleshootin, s
PP < Directory.Read Al Application  Read directory data Yes @ Granted for TenantMon,,  =e=

&2 Troubleshooting

~ Intune (11

Intune Device Profile and DigiCert Certificate Profile
configurations for certificate use-cases

Intune Trusted Certificate profile

The goal of this procedure is to provide the entire CA certificate chain to the targeted
device platform(s).

When configuring a certificate profile in DigiCert PKI Manager, you will configure the
issuer certificate authority (CA) that issues the end entity (EE) certificate to your target
device or user. In addition to configuring the Intune Device Configuration profile for the
SCEP certificate type, you will need to create one or more Trusted Certificate profiles for
each certificate in the CA hierarchy that you are using. If you use an Online Root Issuing
CA, then you will only need to create a Trusted Certificate Profile for that Root CA. If you
have a multi-tier CA hierarchy, then you will also create a Trusted Certificate profile for
each intermediate CA in the certificate hierarchy. Common CA hierarchies consist of a
Root CA and a subordinate Intermediate Issuer CA.
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Download the CA certificates from DigiCert PKI Manager.

The DigiCert certificate profile configuration determines what CA you are using to issue
the EE certificate.

DigiCert PKI Platform digice ot

! Manage certificate proﬁles ‘ # Add certificate profiles -3 Manage custom scripts ﬂ Clone certificate profiles ‘ Download AE Config 2 x

All certificate profiles

Create profile: [ Select mode [ Select template [ Customize options [ Customize senices

Customize certificate options

Review and change the template options for this profile.

g @
Primary certificate options

Certificate authority: I Certificate authority:

Certificate friendly name:

DigiCert Production MPKI TE...

[ Digicert Production MPKI TEST Issuing CA |

Enrollment method:
SCEP

CA name:

Authentication methad: DigiCert Production MPKI TEST lssuing CA

Azure Auth CA type:

Private

Signing algorithms:
SHAZ56 with RSA encryption

Advanced options
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Download CA certificate files from DigiCert PKI Manager Manage CAs.

Note: The example shows Download root certificate. You should also Download
intermediate certificates as appropriate to your specific CA hierarchy.

DigiCert PKI Platform

ﬂ Manage CAs
AlCAS

Search operations:

All available CAs are displayed.

# Add CAs

16 CAs

,'. Standard Document Signing ..
Active

Class 2 Shared Int...

Standard Public CA Type
Active

Digicert, Inc - Sales Engineer...

Standard Private CA Type
Active

DigiCert Production MPKI TE...
Custom Private CA Type
Active

DigiCert Production MPKI TE...
Custom Private CA Type
Active

DigiCert PKI Platform C2 Sha...

Custom Public CA Type
Active

digicert

1 CAs selected

Certificate authority details

Valid from:

Download root c¢

1. In Microsoft Endpoint Manager admin center, select Devices, and then select
Configuration profiles, and then Create profile

Microsoft Endpoint Manager admin center

&b Users

Windows
&& Groups

[ iossirados
&% Tenant administration

L macos
X Troubleshooting + support
B android
Device enrollment
m Enroll devices
Provisioning
P windows 365
Policy
Compliance policies

O conditional access

I [Z] configuration profiles | ‘

M Scripts

admin@digicertintuned.
TENANTMONKEY (DIGICERTINT. .

(]
»

& Home > D
Ll Devices | Configuration profiles X
Edl Dashboard
= All services |,"’ Search (Ctrl+/) ‘ « Columns (O Refresh L+ Export 7 Filter
e | @ overview |/r5 Trusted Certificate x
£ apps B Al devices Profile name 1. Platform 1y Profile type T4  Lastmodified Ty
“ Endpoint security H Monitor Trusted Certificate DigiCert ISSUER CA for Android dev... Android device admi.. Trusted certificate 3/29/22,12:35 PM
Reports By platform Trusted Certificate DigiCert ISSUER CA for Android Enter... Android Enterprise Trusted certificate 3/29/22,12:36 PM

Trusted Certificate DigiCert ISSUER CA for i0S/iPad0Ss i05/iPad0s Trusted certificate 3/29/22, 12:50 PM

Trusted Certificate DigiCert ISSUER CA for macOS macQOs Trusted certificate 3/29/22, 12:50 PM

Trusted Certificate DigiCert ISSUER CA for Windows ws 8.1 and later Trusted certificate

3/28/22,12:51 PM

Trusted Certificate DigiCert ISSUER CA for Windo ws 8.1 and later Trusted certificate 3/29/22, 12:

Trusted Certificate DigiCert ROOT CA for Android dev a...  Android device admi.. Trusted certificate 3/29/22,12:24 PM

Trusted Certificate DigiCert ROOT CA for Android Enterp... Android Enterprise Trusted certificate 3/29/22,12:26 PM

Trusted Certificate DigiCert ROOT CA For i0QS/iPad0S

i05/iPad0s

Trusted certificate 3/29/22,12:28 PM

Trusted Certificate DigiCert ROOT CA for macOS Trusted certificate 3/29/22, 12:29 PM

Trusted Certificate DigiCert ROOT CA for Windows 10 a... Trusted certificate 3/29/22,12:

Trusted Certificate DigiCert ROOT CA for Wind Trusted certificate

3/28/22 12
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2. Configure the desired platform of the devices that will receive the profile and select
Trusted Certificate from the drop-down or from the Templates list. For detailed steps
refer to Create trusted certificate profiles in Microsoft Intune | Microsoft Docs.

Note: When configuring Windows platform devices Destination Store, select Root
store for Root CA and Intermediate store for Intermediate/Issuer CA.

SCEP Certificate Configuration

The goal of this procedure is to configure a DigiCert Certificate Profile which will work in
conjunction with an Intune Device configuration profile.

DigiCert Certificate Profile Template Seat Pool Type
Generic Device Authentication for Intune Device

Client Authentication for Intune User

S/MIME (Digital Signature only) for Intune User

In all cases configure the DigiCert Certificate Profile with:
e Enrollment Method: SCEP
e Authentication Method: Azure Auth

For Azure Auth settings, use the values obtained in Azure Active Directory App
registration for:

e Application (client) ID
e Client secret
e Tenant Domain Name

Once the DigiCert Certificate Profile is created, you will configure a corresponding Intune
Device configuration profile with the required values, settings, and the DigiCert SCEP URL
for the specific certificate profile.

Note: The format of the SCEP URL that is consumed by the targeted device platforms
varies.

The following table describes the form of the SCEP URL to be used by Intune supported
device platforms:
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Table 2 SCEP URL Form

Target . ) Example
g_ DigiCert SCEP Service P
Device ,
Endpoint URL Form
Platform
i0S/iPad0S Use the default SCEP service http://pki-
) endpoint as displayed in the scep.symauth.com/scep/2.16.840.1.113733.1.16.1.4.n
Android DigiCert Certificate Profile n.n.n.nnnnnnnnn/cgi-bin/pkiclient.exe
macO0S

http://<HOST>/scep/<
Certificate Profile
OID>/cgi-bin/pkiclient.exe

e HTTPS required https://pki-

scep.symauth.com/scep/2.16.840.1.113733.1.16.1.4.

e Do notinclude o
nn.n.n.nnnnnnnnn/cgi-bin

Windows "/pkiclient.exe" in URL
(User Store)
https://<HOST>/scep/<Certi

ficate.Profile.OID>/cgi-
bin

e HTTPS supported but not http://pki-
requwed scep.symauth.com/scep/2.16.840.1.113733.1.16.1.4.

nn.n.n.nnnnnnnnn/cgi-bin
e Do notinclude

Wind "/pkiclient.exe" in URL or
INAOWS
, https://pki-
http://<HOST>/scep/<Certif
(Computer icate.Profile.0ID>/cgi-bin | SCEP-Symauth.con/scep/2.16.840.1.113733.1.16.1.4.
SKXe) nn.n.n.nnnnnnnnn/cgi-bin

or

https://<HOST>/scep/<Certi
ficate.Profile.OID>/cgi-
bin

Other DigiCert PKI use-case specific information can be found in the following sections
and should be used in conjunction with Microsoft docs Use SCEP certificate profiles with
Microsoft Intune | Microsoft Docs.

The general workflow for creating an Intune Device configuration profile consists of the
following sections:

1. Basics

2. Configuration settings

3. Assignments

4. Applicability Rules (Applies to Windows 10/11 only)
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The following sections in this guide focus on the Configuration settings which determine
the certificate details that work in conjunction with the corresponding DigiCert Certificate
Profile

For other non-certificate related aspects, refer to Microsoft Documentation.

e Configure device settings | Microsoft Docs

e (reate and assign SCEP certificate profiles in Intune | Microsoft Docs

e Assign user and device profiles in Microsoft Intune | Microsoft Docs

e Applicability Rules | Microsoft Docs

Device Authentication

Device certificates contain identity information commonly needed for computer client to
server, server to server, and device to server authentication. This type of certificate is
issued from DigiCert PKI Platform using the Certificate Profile Template Generic Device
Authentication for Intune which consumes Seats from your accounts Device Seat Pool.

The following is just an example of a typical certificate configuration and may not meet
your specific application requirements.

You should configure the profiles to meet the technical x.509 certificate profile
requirements of your 3"-party relying PKI application as well as abiding by any other IT
practices, conventions, and certificate policies.

DigiCert Certificate Profile

1. In DigiCert PKI Manager select Manage certificate templates, then Add certificate
profiles, and select Generic Device Authentication for Intune template.

DigiCert PKI Platform digicert’

B Manage certificate profiles | @ Aca certificate profiles | @ Manage custom scripts Clone certificate profiles () Download AE Config

61 certificate profiles

- AA NewLab ClientAuth EGW
“4 Client Authentication
Production

For Microsoft® Domain Controller certficates. Enables
authentication of computers o other devices to your Active Directory

— Adobe PDF User (TSAand O...
g Adobes Inaviual Domain Controller for Windows Hello
Production for Business
—~ AutoEnroll Computer Test
Z9 Computer
[CJinclude hidden certificate profiles Production Generic Device Authentication
- Cilent Auth Browser Manua
g Client
Producti

Generic Device Authentication for
e

- Client Auth Browser Enrolim. ..
Zg Client Authentication
Producti

— Client Auth Browser Enrolim. ..
S Client Authentication
Producti

— Client Auth CSR
cpsm»\umenncamn O IPSec Authenication
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2. Enter a Certificate friendly name. In Primary certificate options, select the Certificate
authority.

Note: The CA Name is the Issuer CA you download when configuring Intune Trusted
Certificate profile.

Create profile: [ Select mode [ Select template [ Customize options [ Customize senvices

Customize certificate options
Review and change the template options for this profile.

Certificate friendly name:

Primary certificate options

Cerificate authority: : .
DigiCert Production MPKI TE... Certificate authority:

[ igicert Production MPKI TEST Issuing CA v | (7]

Enroliment method:

SCEP CA name:

Authentication method: DigiCert Production MPKI TEST Issuing CA

M,
Azure Auth [1%] CA type:
Certificate store: Frivate
Not applicable
Signing algorithms:
Private key security level: SHA256 with RSA encryption
Not applicable

3. Select Enrollment method: SCEP.
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Create profile: ( Select mode [ Selecttemplate ( Customize options [ Customize sernvices

Customize certificate options
Feview and change the template options for this profile.

Certificate friendly name:

v

Certificate authority:

DigiCert Production MPKI TE... Enroliment method:

Enroliment methaod: | SCEP ~ |
SCEP
Use SCEP if you will enroll for user cerificates using the
Authentication method: Simple Certificate Enrollment Protocol.
M
Azure Auth [15]

Certificate store:
Not applicable

Private key security level:
Not applicable

Primary certificate options

4. Select Authentication method: Azure Auth, and then enter the values you obtained in

Azure Active Directory App registration.
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Customize certificate options
Review and change the template options for this profile.

Certificate friendly name:

Primary certificate options

E“:E:fzgi?éhs?g;\ lg This option was set wr.n:en the certificate profile was created. It
i can no longer be modified.
Enroliment method:
SCEP 0
Lewi
Authentication method: Note: Though you cannot change the Authentication method,
Azure Auth you can update the below configuration values that define the
application integration with Microsoft Intune. Please complete
Certificate store: your Intune application registration to get these values as
Not applicable explained in the Digicert MPKI SCEP-Intune integration guide.
Note:We do not display the pre-existing configurations (if any)
Private key security level: for this account for security reasons.

Not applicable

This MPKI account has already got a Microsoft Intune

connection configuration associated with it.

Application (client) ID:

[ 787 |

Client Secret (the value, not the ID):
I W |

Tenant Name :

| onmicrosoft.com |

(usually something ending with onmicrosoft.com)
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5. In Certificate fields, configure the Subject DN to meet your application and policy
requirements.

Note that for any value source which is set for SCEP request, the value will need to be
configured to be populated in the Intune Device configuration profile.

In this example the Common Name (CN) component will be submitted in the SCEP
request as a unique device identifier value as configured in the corresponding Intune
Device configuration profile.

Certificate fields

Subject DN €D Add field

Certificate field:

Common Name {CN) *
Source: Scep Request Common Name (CN)

) Required: Yes

Source for the field's value:

ﬂOrganizational Unit (OU) x Scep Request ~
Source: Entered by admin

@) Required: No Required ?

@ Organization (0) x Yes

Source: Account

Value: DigiCert, Inc. Mo

6. Including a SubjectAltName (SAN) is optional, although many relying PKI applications
can make use of a SAN value.

Note that for any value source which is set for SCEP request, the value will need to be
configured to be populated in the Intune Device configuration profile.
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SubjectAltName ) Add field Add certificate field

DNS Mame x Select a field to add to the cerificate and define the value
Source: Scep Request for the new field.
Required: Yes

Certificate field:

DNS MName A
Source for the field's value:
Scep Reguest v
Required ?
Yes
Ma

Configure the Key Usage (KU) to meet your application and policy requirements.
This example shows the typical settings for client device authentication.

Key Usage (KU) The Key Usage extension defines the security services for

which a certificate can be used. The options can be used in

Key Usage values any combination.
Criticality
® True False

Digital Signature

Key Encipherment
Mon Repudiation
Data Encipherment

Key Agreement

8. Configure the Extended Key Usage (EKU) to meet your application and policy
requirements.

This example shows the typical settings for client device authentication.
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Extended Key Usage (EKU) The Extended Key Usage extension indicates how a
cerificate’s public key can be used.

Extended Key Usage values
EKU Criticality

True (® False

Client Authentication (1.3.6.1.5.5.7.3.2)
IPSec IKE-Intermediate (1.3.6.1.5.5.8.2.2)
IPSeclKE (1.3.6.1.5.57.3.17)

Signing KDC Responses (1.3.6.1.5.2.3.5)
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9. Configure the Additional Extensions to meet your application and policy requirements.
Subject Key Identifier is a standard certificate extension that can be useful to your
relying application use-case. The DigiCert extensions while useful are not required.

Additional Extensions & Add

Extension
DigiCert Certificate Profile In... ' Subject Key Identifier
DigiCert Certificate Service ... x Criticality

O True @ False

Subject Key ldentifier x oI

252914

Description

This extension provides a means of identifying cerificates
that contain a particular public key.

10. Configure the Additional certificate options to meet your application and policy
requirements.

Note the Validity period and Key size as you will configure these settings in the Intune
Device configuration profile.

Additional certificate options

Walidity period: o L
1 Year Validity period:| 1 Year v |
EIBIELE fa Validity period is the active life span for an issued certificate.
None
1FFa
. Recommendations:
Dual Admin for key recaovery:
No M
VFF

« For greater security, select a sharter validity period.

Publish to public directory: « For fewer renewals, select a longer validity period.

No

Renewal window:
30 Days (recommended)

Signing algorithm:
SHAZ256 with RSA encryption

Key size:
2048

Allow duplicate cerificates:
Mo

Enable public key search:
No
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11. Upon saving the profile, copy the SCEP service endpoint URL.
The SCEP URL will be used later when configuring the Intune Device configuration

profile.

Note: Intune Device configuration profiles for Windows platform devices require
translation of the SCEP URL. Refer to Table 2 SCEP URL Form.

Vv Certificate profile successfully created. Customize additional certificate options below.

- Intune_SCEP_device
T
o '. Seat pool: Device
Mode Production
Status Active

Certificate template name: Generic Device Authentication for Intune
Certificate Profile OID 2.16.840.1.1137331.16 17l H =
CA name: DigiCert Production MPK] TEST Issuing CA

Issued 0

Pending pickup 0

Manage this profile

You will need to set the SCEP senvice endpoint in the the CGI-PATH of the HTTP GET message syntax for your SCEP client. This endpaint is where
vour user devices send their CSRs for cerificate enrollment. The endpoaint is:

http:iipki-scep.symauth.comiscepi2.16.840.1.113733.1.16.1. f2/cgi-bin/pkiclient.exe

MOTE: Some senvices like Microsoft Endpoint Manager (formerly Micrasoft Intune) use ‘https’, others such as Cisco routers use 'hitp”.

Your user device CSRs may include:
« Common Mame, email, and UID attributes in the subject DM (based on the certificate profile you configured)

« The enrollment code attribute (for authentication)
+ The public key attribute (to contain the public key for the cerificate)

Customize user identification

‘ Select where PKI Manager obtains identifiers for the user. SeatID is used to uniquely identify the user to PKI Manager. User email is
&\ required for user searches and, if configured, to send notifications to the user.

Seat |D: Commaon name

User email: Email
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Microsoft Device Configuration Profile

1. In Microsoft Endpoint Manager admin center, select Devices, and then select
Configuration profiles, and then Create profile.

admin@digicertintuned... @
TENANTMONKEY (DIGICERTINT...

Microsoft Endpoint Manager admin center

«

Home > Devices

ﬁ Home

Devices | Configuration profiles X
Edll Dashboard
= All services « T Create profile columns () Refresh Export " Filter
Devices | - .
| o © overview [# scep certificate DigiCert Device Auth %
E& Apps B Al devices Profile name T Platform T4 Profile type Ty Last modified Ty
Endpoint security N : N . -
‘ P B H Monitor SCEP Certificate DigiCert Device Auth for Android Enterprise Android Enterprise SCEP certificate 4/06/22, 12:56 PM
Reports
G Rep By platform SCEP Certificate DigiCert Device Auth for i0S/iPad0s i0s/iPadOs SCEP certificate 4/06/22, 1:00 PM
g4 Users
- Windows SCEP Certificate DigiCert Device Auth for macOs macos SCEP certificate 4/06/22, 12:58 PM
& Groups -
i B iosyipados SCEP Certificate DigiCert Device Auth for Windows Windows 8.1 and later SCEP certificate 3/30/22, 7:35 PM
& Tenant administration
& macos
# Troubleshooting + support
B Android

Device enrollment
m Enroll devices
Provisioning
@ windows 365
Policy

Compliance policies

O conditional access

I [=] Configuration profiles I

Scripts -

2. Configure the desired platform of the devices that will receive the profile and select
SCEP Certificate from the drop-down or from the Templates list.

3. For Configuration Settings, configure settings and values to match your
corresponding DigiCert Certificate Profile.

Setting Comments

Certificate type: Device Corresponds to the DigiCert Profile Type and Seat Pool Type of "Device".

Depending on the platform OS behavior, determines the storage location of the
key/certificate on the target device platform.

Subject name format Include attributes/values that are will be sourced in the SCEP request by the

DigiCert Certificate Profile.

Subject alternative name Include attributes/values that are will be sourced in the SCEP request by the

DigiCert Certificate Profile.

Certificate validity period

Match with the DigiCert Certificate Profile configuration.

Key storage provider (KSP)

Only determines the target platform behavior.
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Setting Comments

Key usage The certificate issued by DigiCert will contain the Key usage (typically, Digital
Signature, Key Encipherment) as set in the DigiCert Certificate Profile
regardless of the Microsoft configuration setting.

However, this setting may also influence how the target platform OS enforces
key flags settings and usages on that device and therefore it is recommended
that the setting match the intended purpose in the DigiCert Certificate Profile
configuration.

Key size Match with the DigiCert Certificate Profile configuration.
Hash algorithm Select the strongest level of security that the connecting devices support.
Root certificate This should be the CA Certificate that issues the end-entity as configured in the

DigiCert Certificate Profile.

If you are using a multi-tier CA certificate hierarchy then you should select the
Issuer CA certificate file.

See Intune Trusted Certificate profile.

Extended key usage The certificate issued by DigiCert will contain the Extended key usage as set in
the DigiCert Certificate Profile regardless of Microsoft configuration setting.

However, this setting may also influence how the target platform OS enforces
key flags settings and usages on that device and therefore it is recommended
that the setting match the intended purpose in the DigiCert Certificate Profile
configuration.

Renewal threshold (%) This value should be tuned to match the Renewal window setting in the
DigiCert Certificate Profile.

SCEP Server URL For proper formatting refer to Table 2 SCEP URL Form.
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Home > Devices > SCEP Certificate DigiCert Device Auth >

SCEP certificate

Windows 8.1 and later

o Configuration settings

| Device

Certificate type ~ |
Subject name format * @O | CHN={{AAD_Device_ID}} \/ |
Subject alternative name O

Attribute Value

| DNS W | | {{AzureADDeviceld}}.onmicrosoft.com | e
| v | | Not configured |
Certificate validity period * © | Years ~ | | 1 \/|

Key storage provider (KSP) * @

Key usage * @

Key size (bits) * O

Hash algerithm * @

Root Certificate * O

| Enroll to Trusted Platform Module (TPM) KSP if present, otherwise Software K. |

| 2 selected

-

|
[ 2048 v |
[ sHa-2 v |

Trusted Certificate DigiCert ISSUER CA

+ Root Certificate

Extended key usage * @

Name

Object Identifier

| Client Authentication

v|[ 136155732

Predefined values

[=}

Export

‘/| | Client Authentication (1.3.6.1... v | [+

| Not configured

| | Not configured

Enrollment Settings

Renewal threshold (36) * ©

SCEP Server URLs * O

| | Mot configured

>

| http://pki-scep.symauth.com/scep/2.16.840.1.113733.1.16.1.4.27.1.6.1398278762/cgi-bin

| e.g. https://contoso.com/certsrv/mscep/mscep.dll
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User Client Authentication

DigiCert Certificate Profile

1. In DigiCert PKI Manager select Manage certificate Templates, then Add certificate
profiles, and select Client Authentication for Intune template.

DigiCert PKI Platform digicert

B Manage certificate profiles @ Add certiicate profiles @ Manage custom scripts (@ Clone certiicate profies (@) Download AE Config %

Al certficate profies

Search operations: 61 certificate profiles

Create profile: | Select mode Select template Customize options Customize senvices
SRR 4 AANewlLab ClientAuth EGW
| Show all ~¢ ClientAuthentication What type of certificate do you want to issue?

Enter criteria: RAEEXETD
3 Selectthe template forthe type of certficate that you need. Each template includes default aptions based on the certficate type. You can custornize
| Show all the options in the next step.

Profie 0id: Adobe PDF User (TSAand 0...

Adobe® Individual

[ o
O

Adobe® Individual User Enables digital authentication of Adobe® PDF documents.

Profile Name:
AutoEnroll Computer Test

“g Computer
[]include hidden certificate profiles Production

[ search ]
Gilent Auth Browser Manual O Adobe®Organization Organization Enables an organization toissue certificates that perform digital
Client Authentication authentication of Adobe® PDF documents
Production

Client Authentication Enable secure access to your company’s Wi-Fi and VPN networks,
Client Auth Browser Enrolim...

Client Authentication websiles, or other senices. Issues certficates for computers and
Production mobile (10S and Android) devices

Client Auth Browser Enrolim... Client Authentication for Intune. Enable secure access to your company’s Wi-Fi and VPN networks,
Glient Authentication websites or other senvices. Issues cerificates for computers and
Production mobile devices registered on Microsoft Intune, via either the Intune
SCEP or PFX configuration flows.

Client Auth CSR
Client Authentication ()  Client Authentication Enable secure access to your companys Wi-Fi and VPN networks,
Production wensites or fher senices |ssues cerificates for comnuters and

Client Auth Enroll Code - Yubi... ‘ Back ‘ cancel Continue
Client Authentication E—

Manage certificate profiles

L

2. Enter a Certificate friendly name, and in Primary certificate options select the
Certificate authority.

Note: The CA Name is the Issuer CA you download when configuring Intune Trusted
Certificate profile.
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Create profile: [ Select mode [ Select template [ Customize options [ Customize senices

Customize certificate options
Review and change the template options for this profile.

Certificate friendly name:

-

Certificate authority: Certificat: thority:
DigiCert Production MPKI TE... ertficate authoriy:

[ DigiCert Production MPKI TEST Issuing CA | (2]

Enrollment method:

SEEE CA name:

Authentication method: DigiCert Production MPKI TEST lssuing CA

i
Azure Auth
teri CA type:
Certificate store: Private
Not applicable o )
Signing algorithms:
Private key s ecurity level: SHAZ256 with RSA encryption

Not applicable

Primary certificate options

3. Select Enrollment method: SCEP

Create profile: [ Select mode [ Selecttemnplate [ Customize options [ Customize senvices

Customize certificate options
Review and change the template options for this profile.

Certificate friendly name:

v

Certificate authority:

DigiCert Production MPKI TE... Enrollment method:

Enrollment method: | SCEP ~ |
SCEP
Use SCEP if you will enroll for user cerificates using the
Authentication method: Simple Certificate Enrollment Protocol.
M
Azure Auth i!ﬂ

Certificate store:
Nat applicable

Private key security level:
Not applicable

Primary certificate options

4. Select Authentication method: Azure Auth, and then enter the values you obtained in

Azure Active Directory App registration.
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Customize certificate options
Review and change the template options for this profile.

Certificate friendly name:

Primary certificate options

E“:E:fzgi?éhs?g;\ lg This option was set wr.n:en the certificate profile was created. It
i can no longer be modified.
Enroliment method:
SCEP 0
Lewi
Authentication method: Note: Though you cannot change the Authentication method,
Azure Auth you can update the below configuration values that define the
application integration with Microsoft Intune. Please complete
Certificate store: your Intune application registration to get these values as
Not applicable explained in the Digicert MPKI SCEP-Intune integration guide.
Note:We do not display the pre-existing configurations (if any)
Private key security level: for this account for security reasons.

Not applicable

This MPKI account has already got a Microsoft Intune

connection configuration associated with it.

Application (client) ID:

[ 787 |

Client Secret (the value, not the ID):
I W |

Tenant Name :

| onmicrosoft.com |

(usually something ending with onmicrosoft.com)
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5. In Certificate fields, configure the Subject DN to meet your application and policy
requirements.

Note that for any value source which is set for SCEP request, the value will need to be
configured to be populated in the Intune Device configuration profile.

In this example the Common Name (CN) component will be submitted in the SCEP
request as a unique device identifier value as configured in the corresponding Intune
Device configuration profile.

Certificate fields

Subject DN ) Add field Edit certificate field

Common Name (CHN) »

Source: Scep Request Certificate field:
© Required: Yes Common Mame (CH)
@ Oroanizational Unit {OU) X . .

Sourcs: Enedvalie _Source for the field's value: _
@ Value: VPN-WEB | Scep Request ~
@ Organizational Unit {OU) x ,

Source: Fixed value Required ?

Value: MULTI-ALLOWED ® Yes

O No

6. Including a SubjectAltName (SAN) is optional, although many relying PKI applications
can make use of a SAN value.
Note that for any value source which is set for SCEP request, the value will need to be
configured to be populated in the Intune Device configuration profile.

SubjectAltName &) Add field Edit certificate field
Other Hame (UPN) x
Source: S_CED Request Cerificate field:
A U e Other Name (UPN)
Source for the field's value:
|. Scep Request v |
Required ?
Yes
Mo
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7. Configure the Key Usage (KU) to meet your application and policy requirements.
This example shows the typical settings for user client authentication.

Key Usage (KU) The Key Usage extension defines the security services for
which a certificate can be used. The options can be used in

any combination.
Key Usage values J

Criticality
® True False

Digital Signature
Naon Repudiation
Key Encipherment
Key Agreement

8. Configure the Extended Key Usage (EKU) to meet your application and policy
requirements.
This example shows the typical settings for user client authentication.

Extended Key Usage (EKU) The Extended Key Usage extension indicates how a
cerificate’s public key can be used.

Extended Key Usage values
EKU Criticality

® True False

Client Authentication (1.3.6.1.5.57.3.2)
Smart Card Logon (1.3.6.1.4.1.311.202.2)

9. Configure the Additional certificate options to meet your application and policy
requirements.

Note the Validity period and Key size as you will configure these settings in the Intune
Device configuration profile.
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Additional certificate options

Validity period: o B om—
1 Year Validity peno-d:[ 1 Year ~ |
CENESIEN A Validity period is the active life span for an issued certificate,
None e
4
. Recommendations:
Dual Admin for key recovery:
No O
FH“

« Far greater security, select a shorter validity period.

Publish to public directory. « Forfewer renewals, select a longer validity period.

No

Renewal window:
30 Days (recommended)

Signing algorithm:
SHA256 with RSA encryption

Key size:
2048

Allow duplicate cerificates:
Yes

Enable public key search:
Mo

10. Upon saving the profile, copy the SCEP service endpoint URL.
The SCEP URL will be used later when configuring the Intune Device configuration
profile.

Note: Intune Device configuration profiles for Windows platform devices require
translation of the SCEP URL. Refer to Table 2 SCEP URL Form.
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o= Intune_SCEP_user

n.,' Seat pool: User

Mode Production

Status Active

Certificate template name: Client Authentication for Intune
Certificate Profile OID 2.16.840.1.113733.1.16.1.

CA name: DigiCert Production MPKI TEST Issuing CA
Issued O

Pending pickup 0

Manage this profile
You will need to set the SCEP service endpaint in the the CGI-PATH of the HTTP GET message syntax for your

SCEP client. This endpoint is where your user devices send their CSRs for cerificate enrollment. The endpoint
is:

http:ipki-scep.symauth.comiscep/2.16.840.1.113733.1.16.1. 1H 10/cgi-binfpkiclient exe

MOTE: Some senvices like Microsoft Endpoint Manager (formerly Microsoft Intune) use ‘https’, others such as
Cisco routers use ‘http".

Your user device CSRs may include:
« Common Mame, email, and UID attributes in the subject DM (based on the cerificate profile you configured)

+« The enrollment code attribute (for authentication)
« The public key attribute (to contain the public key for the cerificate)

Customize user identification

Select where PKI Manager obtains identifiers for the user. Seat ID is used to uniguely identify the user
% to PKI Manager. User email is required for user searches and, if configured, to send notifications to

tho near
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Microsoft Device Configuration Profile

1. In Microsoft Endpoint Manager admin center, select Devices, and then select
Configuration profiles, and then Create profile.

admin@digicertintuned... @
TENANTMONKEY (DIGICERTINT...

Microsoft Endpoint Manager admin center

«

Home > Devices

ﬁ Home

Devices | Configuration profiles X
Edll Dashboard
= All services « T Create profile columns () Refresh Export " Filter
Devices | - .
| o © overview [# scep certificate DigiCert Device Auth %
E& Apps B Al devices Profile name T Platform T4 Profile type Ty Last modified Ty
Endpoint security N : N . -
‘ P B H Monitor SCEP Certificate DigiCert Device Auth for Android Enterprise Android Enterprise SCEP certificate 4/06/22, 12:56 PM
Reports
G Rep By platform SCEP Certificate DigiCert Device Auth for i0S/iPad0s i0s/iPadOs SCEP certificate 4/06/22, 1:00 PM
g4 Users
- Windows SCEP Certificate DigiCert Device Auth for macOs macos SCEP certificate 4/06/22, 12:58 PM
& Groups -
i B iosyipados SCEP Certificate DigiCert Device Auth for Windows Windows 8.1 and later SCEP certificate 3/30/22, 7:35 PM
& Tenant administration
& macos
# Troubleshooting + support
B Android

Device enrollment
m Enroll devices
Provisioning
@ windows 365
Policy

Compliance policies

O conditional access

I [=] Configuration profiles I

Scripts -

2. Configure the desired platform of the devices that will receive the profile and select
SCEP Certificate from the drop-down or from the Templates list.

3. For Configuration Settings, configure settings and values to match your
corresponding DigiCert Certificate Profile.

Setting Comments

Certificate type: User Corresponds to the DigiCert Profile Type and Seat Pool Type of "User".

Depending on the platform OS behavior, determines the storage location of the
key/certificate on the target device platform.

Subject name format Include attributes/values that are will be sourced in the SCEP request by the

DigiCert Certificate Profile.

Subject alternative name Include attributes/values that are will be sourced in the SCEP request by the

DigiCert Certificate Profile.

Certificate validity period

Match with the DigiCert Certificate Profile configuration.

Key storage provider (KSP)

Only determines the target platform behavior.
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Setting Comments

Key usage The certificate issued by DigiCert will contain the Key usage (typically, Digital
Signature, Non Repudiation, Key Encipherment, Key Agreement) as set in the
DigiCert Certificate Profile regardless of the Microsoft configuration setting.

However, this setting may also influence how the target platform OS enforces
key flags settings and usages on that device and therefore it is recommended
that the setting match the intended purpose in the DigiCert Certificate Profile
configuration.

Key size Match with the DigiCert Certificate Profile configuration.
Hash algorithm Select the strongest level of security that the connecting devices support.
Root certificate This should be the CA Certificate that issues the end-entity as configured in the

DigiCert Certificate Profile.

If you are using a multi-tier CA certificate hierarchy then you should select the
Issuer CA certificate file.

See Intune Trusted Certificate profile.

Extended key usage The certificate issued by DigiCert will contain the Extended key usage as set in
the DigiCert Certificate Profile regardless of Microsoft configuration setting.

However, this setting may also influence how the target platform OS enforces
key flags settings and usages on that device and therefore it is recommended
that the setting match the intended purpose in the DigiCert Certificate Profile
configuration.

Renewal threshold (%) This value should be tuned to match the Renewal window setting in the
DigiCert Certificate Profile.

SCEP Server URL For proper formatting refer to Table 2 SCEP URL Form
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Home » Devices » SCEP Certificate DigiCert User Client Authentication >

SCEP certificate

Windows 8.1 and later

o Configuration settings

Certificate type | User ~ ‘
Subject name format * O | CN={{UserName}} ‘
Subject alternative name &
Attribute Value
User principal name (UPM) {{UserPrincipalMame}} DS

7 | | Mot configured

Certificate validity period * © | Years

v ][ |

Key storage provider (XSP) * O

| Enroll to Trusted Platform Module (TPM] KSP if present, otherwise Software K., ~ ‘

Key usage * @ | 2 selected ~ ‘
Key size (bits)* O | 2048 R ‘
Hash algorithm = @ | SHA-2 e ‘

Root Certificate * ©

Trusted Certificate DigiCert ISSUER CA for Windows 10 and later

+ Root Certificate

Extendad key usage * O Export
Name Object Identifier Predefined values
Client Authentication 1.3.6.1.5.5.7.3.2 Client Authentication (1.3.6.1.5.5.7... [a] =**
Not configured ‘ | Not configured | | Not configured v |
Enrollment Settings
Renewal threshold (35) * (O 20 |
SCEP Server URLs * @ Export
https://pki-scep.symauth.com/scep,/2.16.840.1.113733.1.16.1. /egi-bin DR

e.g. https://contoso.com/certsrv/mscep/mscep.dll




S/MIME (Digital Signature only) for Intune

DigiCert Certificate Profile

Intune SCEP

1. In DigiCert PKI Manager select Manage certificate Templates, then Add certificate
profiles, and select S/MIME (Digital Signature only) for Intune template.

DigiCert PKI Platform

B Manage certificate profiles @ Add certicate profiles

Al certificate profies

® Manage custom scripts @ Clone certificate profiles

digicert

(@ Download AE Config P

Search operations: 62 certificate profiles

Search by:

| Show al
Enter criteria:

= AANewLab ClientAuth EGW
9 ClientAuthentication
Production

| Show all

e Adobe PDF User (TSA and O...

"¢ Adobe® Individual
Production

Profile Name:

AutoEnroll Computer Test

Computer

[T]include hidden certificate profiles " Production

Cilent Auth Browser Manual
Je!

Device

Device

BDM (Web Service Client)

Private Server ceriificates

S/MIME (Digital Signature only)

Issuss certificates to devices registered on Mobile Device:
HManagement Solutions which integrate with DigiCert WP

Issues certificates to devices registered on Mobile Device
Hanagement Solutions which integrate with DigiCert MPKI using
API

Private Seer SSL certificate that enable authentication for servers
under a private enterprise CA hierarchy

For SIMINE support with digital signing only. Enables digital signing
of emails.

<
Production

-~ Client Auth Browser Enrolim...
g ClientAuthentication
Production

- Client Auth Browser Enrolim...
‘g Client Authentication
Production

— Client Auth CSR
“g ClientAuthentication
Production

Client Auth Enroll Code - Yubi...
Client Authentication

2. Enter a Certificate friendly name.
Note: The CA Name is the Issuer CA you download when configuring Intune Trusted
Certificate profile.

‘SIMIME (Digital Signature only) for
Intune

Enables an organization to issue SIMIME signing only certificates
(no escrow)to digitally sign emails. Issues certificates for
computers and mobile (0S and Android) devices registered on
Hicrosoft Intune, via eitner the Intune SCEP or PFX configuration
flows,

O SIMIME (Encryption only)
O SMIME Encryption only with EFS

| Back |

Manage certificate profiles

P Ll

For SMIME supportwith encryption only Enables encryption of
emails

Cancel | | Continue

Create profile: | Selectmode

[ Selecttemplate

[ Customize options

[ Customize senices

Customize certificate options
Review and change the template options for this profile.

Certificate friendly name:

Primary certificate options

Certificate authority:

DigiCert PKI Platform C2 Sha... CAname:

Enrollment method:
PKI Web Services
CA type:

Authentication method: Public

3rd party application

e

DigiCert Pkl Platform C2 Shared SMIME Individual
Subscriber CA

Signing algorithms:

SHAZ56 with RSA encryption
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Create profile: [ Select mode [ Selecttemplate [ Customize options [ Customize senvices

Customize certificate options
Review and change the template options for this profile.

Certificate friendly name:

7]

Certificate authority:

DigiCert PK! Platform C2 Sha... Enrollment method:

v)

Enroliment method: | SCEP
SCEP
Use SCEP if you will enroll for user cerificates using the
Authentication method: Simple Certificate Enrollment Protocol.
Azure Auth i':i

Certificate store:
Not applicable

Private key security level:
Not applicable

Primary certificate options

4. Select Authentication method: Azure Auth, and then enter the values you obtained in

Azure Active Directory App registration.
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Customize certificate options
Review and change the template options for this profile.

Certificate friendly name:

Primary certificate options

E“:E:fzgi?éhs?g;\ lg This option was set wr.n:en the certificate profile was created. It
i can no longer be modified.
Enroliment method:
SCEP 0
Lewi
Authentication method: Note: Though you cannot change the Authentication method,
Azure Auth you can update the below configuration values that define the
application integration with Microsoft Intune. Please complete
Certificate store: your Intune application registration to get these values as
Not applicable explained in the Digicert MPKI SCEP-Intune integration guide.
Note:We do not display the pre-existing configurations (if any)
Private key security level: for this account for security reasons.

Not applicable

This MPKI account has already got a Microsoft Intune

connection configuration associated with it.

Application (client) ID:

[ 787 |

Client Secret (the value, not the ID):
I W |

Tenant Name :

| onmicrosoft.com |

(usually something ending with onmicrosoft.com)
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5. In Certificate fields, configure the Subject DN to meet your application and policy
requirements.
Note that for any value source which is set for SCEP request, the value will need to be
configured to be populated in the Intune Device configuration profile.
In this example the Common Name (CN) component will be submitted in the SCEP
request as a unique device identifier value as configured in the corresponding Intune
Device configuration profile.
Subject DN ) Add field Edit certificate field

Common Name (CN) ®

SOUFC_EZS_CED Reguest Certificate field:
© Required: Yes Common Mame (CH)
og;ﬂ?g;.z?:ti:::ja\l;mg{ou} * Source for the field's value:
© value: SIMINE Signing | Scep Request "

0 izati I Unit (QU -
O e ) 0 Rewirea?
@ Value: MULTI-ALLOWED Ly ® Yes
@ Organizational Unit (OU) O Mo

Source: Fixed value 0
@ value: For TestDemo .. temy
@ Organization (0)

Source: Fixed value 0

Value: DigiCert, Inc. Ly

6. Including a SubjectAltName (SAN) is optional, although many relying PKI applications

can make use of a SAN value.

Note that for any value source which is set for SCEP request, the value will need to be
configured to be populated in the Intune Device configuration profile.

SubjectAltName

& Add field

Edit certificate field

RFC822 Name
Source: Scep Request
Required: Yes

Mote: This cerificate field is required for this template. The
field cannot be deleted.

Certificate field:
RFC822 Name

Source for the field's value:
|_ Scep Request v

Required ?
Yes
Ma
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7. Configure the Key Usage (KU) to meet your application and policy requirements.
This example shows the typical settings for user S/MIME digital signature.

Key Usage (KU) The Key Usage extension defines the security services for
which a cerificate can be used. The options can be used in

Key Usage values any combination.

Criticality

True False

Digital Signature
Nan Repudiation

8. Configure the Extended Key Usage (EKU) to meet your application and policy
requirements.
This example shows the typical settings for user S/MIME digital signature.

Extended Key Usage (EKU) The Extended Key Usage extension indicates how a
cerificate’s public key can be used.

Extended Key Usage values
EKU Criticality

® True False

Email Protection (1.3.6.1.5.5.7.3.4)

9. Configure the Additional certificate options to meet your application and policy
requirements.

Note the Validity period and Key size as you will configure these settings in the Intune
Device configuration profile.
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Additional certificate options

Validity period: . T
1 Year Validity peno-d:[ 1 Year ~ |
Key escrow: A Validity period is the active life span for an issued cerlificate.
Hone Hod

i

. Recommendations:

Dual Admin for key recovery:
No rn

Ve

« Far greater security, select a shorter validity period.

‘F'rubllshto public directory: « Forfewer renewals, select a longer validity period.
25

Renewal window:
30 Days (recommended)

Signing algorithm:
SHAZ256 with RSA encryption

Key size:
20438

Allow duplicate cerificates:
Yes

Enable public key search:
No

10. Upon saving the profile, copy the SCEP service endpoint URL.
The SCEP URL will be used later when configuring the Intune Device configuration
profile.
Note: Intune Device configuration profiles for Windows platform devices require
translation of the SCEP URL. Refer to Table 2 SCEP URL Form.
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u Certificate profile successfully created. Customize additional certificate options
below.

= Intune_SCEP_SMIME_Digital Signature

:L' Seat pool: User
Mode Production
Status Active
Certificate template name: S/MIME (Digital Signature only) for Intune
Certificate Profile OID 2.16.840.1.113733.1.16.1
CA name: DigiCert PKI Platform C2 Shared SMIME Individual Subscriber CA
Issued 0
Pending pickup 0

Manage this profile

You will need to set the SCEP service endpoint in the the CGI-PATH of the HTTP GET message syntax for your
3CEP client. This endpoint is where your user devices send their CSRs for certificate enrollment. The endpoint
s

hitp:ipki-scep.symauth.com/scep/2.16.840. 1. 113733 1.16.1. Ofcai-binfpkiclient. exe

MOTE: Some services like Microsoft Endpoint Manager (formerly Microsoft Intune) use "hitps", others such as
Cisco routers use ‘hitp”.

Your user device CSRs may include:
« Comman Mame, email, and UID attributes in the subject DM (based on the certificate profile you configured)
+ The enrollment code attribute (for authentication)
+ The public key attribute (to contain the public key for the cerificate)

Customize user identification
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Microsoft Device Configuration Profile

1. In Microsoft Endpoint Manager admin center, select Devices, and then select
Configuration profiles, and then Create profile.

admin@digicertintuned... @
TENANTMONKEY (DIGICERTINT...

Microsoft Endpoint Manager admin center

«

Home > Devices

ﬁ Home

Devices | Configuration profiles X
Edll Dashboard
= All services « T Create profile columns () Refresh Export " Filter
Devices | - .
| o © overview [# scep certificate DigiCert Device Auth %
E& Apps B Al devices Profile name T Platform T4 Profile type Ty Last modified Ty
Endpoint security N : N . -
‘ P B H Monitor SCEP Certificate DigiCert Device Auth for Android Enterprise Android Enterprise SCEP certificate 4/06/22, 12:56 PM
Reports
G Rep By platform SCEP Certificate DigiCert Device Auth for i0S/iPad0s i0s/iPadOs SCEP certificate 4/06/22, 1:00 PM
g4 Users
- Windows SCEP Certificate DigiCert Device Auth for macOs macos SCEP certificate 4/06/22, 12:58 PM
& Groups -
i B iosyipados SCEP Certificate DigiCert Device Auth for Windows Windows 8.1 and later SCEP certificate 3/30/22, 7:35 PM
& Tenant administration
& macos
# Troubleshooting + support
B Android

Device enrollment
m Enroll devices
Provisioning
@ windows 365
Policy

Compliance policies

O conditional access

I [=] Configuration profiles I

Scripts -

2. Configure the desired platform of the devices that will receive the profile and select
SCEP Certificate from the drop-down or from the Templates list.

3. For Configuration Settings, configure settings and values to match your
corresponding DigiCert Certificate Profile.

Setting Comments

Certificate type: User Corresponds to the DigiCert Profile Type and Seat Pool Type of "User".

Depending on the platform OS behavior, determines the storage location of the
key/certificate on the target device platform.

Subject name format Include attributes/values that are will be sourced in the SCEP request by the

DigiCert Certificate Profile.

Subject alternative name Include attributes/values that are will be sourced in the SCEP request by the

DigiCert Certificate Profile.

Certificate validity period

Match with the DigiCert Certificate Profile configuration.

Key storage provider (KSP)

Only determines the target platform behavior.
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Setting Comments

Key usage The certificate issued by DigiCert will contain the Key usage (typically, Digital
Signature, Non Repudiation) as set in the DigiCert Certificate Profile regardless
of the Microsoft configuration setting.
However, this setting may also influence how the target platform OS enforces
key flags settings and usages on that device and therefore it is recommended
that the setting match the intended purpose in the DigiCert Certificate Profile
configuration.

Key size Match with the DigiCert Certificate Profile configuration.

Hash algorithm

Select the strongest level of security that the connecting devices support.

Root certificate

This should be the CA Certificate that issues the end-entity as configured in the
DigiCert Certificate Profile.

If you are using a multi-tier CA certificate hierarchy then you should select the
Issuer CA certificate file.

See Intune Trusted Certificate profile.

Extended key usage

The certificate issued by DigiCert will contain the Extended key usage as set in
the DigiCert Certificate Profile regardless of Microsoft configuration setting.

However, this setting may also influence how the target platform OS enforces
key flags settings and usages on that device and therefore it is recommended
that the setting match the intended purpose in the DigiCert Certificate Profile
configuration.

Renewal threshold (%)

This value should be tuned to match the Renewal window setting in the DigiCert
Certificate Profile.

SCEP Server URL

For proper formatting refer to Table 2 SCEP URL Form
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Home > Devices » SCEP Certificate DigiCert User SMIME Digital Signature Only >

SCEP certificate

Windows 8.1 and later

o Configuration settings Review + save

Certificate type | User

Subject name format * ©

| CM={{UserMName}} E={{Emaildddress}}

Subject alternative name O

Attribute Value

Email address

{{Emailaddress)}

~ | | Mot configured

Certificate validity period * © | Years

v||1

Key storage provider (KSP) * O

| Enroll to Trusted Platform Module (TPM) KSP if present, otherwise Software K. v

Key usage * © | 2 selected
Key size (bits) * @ | 2048
Hash algorithm * © | SHA-2

Root Certificate * ©
Trusted Certificate DigiCert ISSUER CA for Windows 10 and later

+ Root Certificate

Extended key usage * @

MName Object Identifier

Secure Email 1.36.1.5.5.7.34

Predefined values

Secure Email (1.3.6.1.5.5.7.3.4)

Mot configured | | Mot configured

| | Mot configured

Enroliment Settings

Renewal threshold (%) * © 20

SCEP Server URLs * O

https://pki-scep.symauth.com/scep/2.16.840.1.113733.1.16.1.4.27.1.8.1412550860/cgi-bin

e.g. https://contoso.com/certsrv/mscep/mscep.dll




Intune SCEP

Joining a Device to Intune MDM

e Enroll devices in Microsoft Intune | Microsoft Docs

o Enroll Android devices | Microsoft Docs

o Set up enrollment for macOS devices in Intune | Microsoft Docs

o MDM enrollment of Windows 10-based devices | Microsoft Docs

Verify Certificate Issuance details in DigiCert PKI Platform

Issued certificates can be verified in DigiCert PKI Manager by viewing the certificate
profile in Manage certificate profiles or by using search certificates in Manage
certificates.

Manage certificate profiles

DigiCert PKI Platform digicert

l Manage certificate proﬁles @ Add ceriificate profiles -] Manage custom scripts !1 Clone certificate profiles ‘_ Download AE Config ')

Al certificate profiles

Search operations: 61 certificate profiles 1 certificate profiles selected

LH_Intune_demo_SCEP

Search by: & i0S Client Auth Customize options Seat pool: User

et Mode Production
- Client Authentication i
| Show all e Hide profile Status Active

Suspend profile Certificate template name: Client Authentication for Intune

Enter criteria:

\: Active
Profile Oid:

Certificate Profile OID 2.16.840.1.113733.1.16.1.4

o Move profile to test
LT e Has aiCart Production MPKI TEST Issuing CA

g Client Authentication for Intune Enroll user for a certificate Aname:.[)
I Production Issued 17
PEGNG P

Delete profile RO U
Profile Hame:
I & LH_Intune_demo-SMIME Manage this profile
- Secure Email
[]Include hidden certificate profiles Production

You will need to set the SCEP senice endpoint in the the CGI-PATH of the HTTP GET message
syntax for your SCEP client. This endpoint is where your user devices send their CSRs for
LH_Intune_demo_SCEP cerificate enrollment. The endpoint is
Client Authentication for Intune
Production hitp://pki-scep.symauth.comiscep/2.16.840.1.113733.1.16.1.4. Icgi-bin/pkiclient.exe

LH_Intune_SCEP_device NtETE Snmne seg\ces \lket Mlcmsnlgljdpmm Manager (formerly Microsoft Intune) use ‘hitps’,
Generic Device Authentication... others such as Cisco rolters use Tiip

Production
Your user device CSRs may include:
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https://docs.microsoft.com/en-us/mem/intune/enrollment/
https://docs.microsoft.com/en-us/mem/intune/enrollment/android-enroll
https://docs.microsoft.com/en-us/mem/intune/enrollment/macos-enroll
https://docs.microsoft.com/en-us/windows/client-management/mdm/mdm-enrollment-of-windows-devices

Intune SCEP

Manage certificates

DigiCert PKI Platform digicert

l Manage certificates @ Import ceriificates (% Manage policies @ Revoke certificales @ View request status

Search certificates: 17 certificates found O Certificate actions

. H
Select Options . . }@digioertin Revoke certificate ' SeatlD: f@digicertintunedemo.onmicrosoft.com
[ ] “m Status Valid

\_ PKI Platform issued certificates v \ L Suspend certificate us vai

Valid ) . .
Account: Download certificate Certificate details

\ V)| —e .0

Certificate Authority:
DigiCert Production MPKI TEST lssuing CA

T
Certificate profile: Expired

\ LH_Intune_demo_SCEP ~ \ Issued to:
o O
Search by: ¢

\_Se\ect V_\

Valid from:
Mov 16, 2021 12:00:00 AM

§m|u5: X Expires on:
| Select v Nov 16, 2022 11:59:59 P

subgcton

CN= 1,0U=LH_Intune_demo OU=VPN-WEB OU=MULTI-
ALLOWED

Issuer DN:
CN=DigiCert Production MPKI TEST Issuing CA, OU=FOR TEST
PURPOSES ONLY, O=DigiCert Inc, C=US

Serial number:
739b08d3365729153c1cd40547eb659

Certificate profile:
LH_Intune_demo_SCEP

Seat pool:
User

E il -

Revocation of Certificates in Intune

There are many scenarios where certificates that were provisioned by Intune are then
removed and revoked.

See Remove SCEP and PKCS certificates in Microsoft Intune | Microsoft Docs

With DigiCert/Intune SCEP integrations which communicate via the Azure Active
Directory App registration, Intune maintains a list of certificates to be revoked. The
DigiCert PKI Platform fetches the revocation list for all the tenants at a frequent interval,
as part of an asynchronous process, which will revoke all the certificates from the
retrieved list. The revoked status of the certificate is then available via DigiCert Validation
Services (CRL/OCSP), once the revocation process is complete.
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https://docs.microsoft.com/en-us/mem/intune/protect/remove-certificates
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