Default eToken password: DigiCert#01

Attention! The eToken 5110 CC (940) you received, has 3 login attempts. After that, it
(( )) locks-out and is then in an unusable state. Store this password well! Otherwise, you will
have to request a new token through nl.validation@digicert.com

1. Download/Installation software

You need to download/install 2 additional software packages to install your certificate on the eToken.

1. Digicert Desktop Client: https://pki-ddc.symauth.com/desktopclient

2. Middleware (SafeNet): https://www.quovadissupport.nl/devices.php?device=etoken

DigiCert Desktop Client © safeNet Authentication Client Tools

"Software/Drivers":

e Digicert Desktop Client installation is done by following the steps in the URL above
e SafeNet Authentication Client installation is shown below:

Hieronder ziet u de beschikbare handleidingen en software voor uw keuze: eToken

Software | Drivers

De beste keuze aan de hand van uw besturingssyteem:
- Middleware (Windows 64-bit)

Alle beschikbare downloads:
- Middleware (Windows 32-bit)
e (Windows 64-bit)
e (Apple)

e (Linux)

1.1. Installing SafeNet (Middleware) software

Click on "Middleware". A zip file will then be downloaded. Un-zip and open the .msi installer file.
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ﬁ Digicert + QuoVadis SafeNet Authentication Client 10.8 R2 Setup x
‘Welcome to the Digicert + QuoVadis SafeNet
Authentication Client 10.8 R2 Installation
Wizard

THALES

#2 Digicert + QuoVadis SafeNet Authentication Client 10.8 R2 Setup

x

Interface Language
Select the interface language.

THALES

The Setup wizard will install Digicert + QuoVadis
Safelet Authentication Client 10.8 R2 on your
computer. To continue. click Mext.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

Select the Digicert + Quoadis SafeNet Authentication Client 10.8 R2 interface langu...

English

lShield

<Back Cancel < Back Cancel
Click "Next" > Select the language here, then click on "Next".
1 Digicert + QuoVadis SafeNet Authentication Client 10.8 R2 Setup X 4B Digicert + QuoVadis SafeNet Authentication Client 10.6 R2 Setup X
et THALES Dﬁ:m’mﬁm to this folder, or click Changeto T HALES

Please read the following license agreement carefully.

install to a different folder.

Install Digicert + QuoVadis SafeNet Authentication Client 10.8 R...

TW. ~
THALES SOF ARE LICENSE TERMS D C:\Program Files\SafeNet\Authentication\ Changs
SafeNet Authentication Client
Legal notice:
Thales software is not sold; rather, copies of Thales software are licensed
all the way through the distribution channel to the end user. UNLESS YOU
HAVE ANOTHER AGREEMENT DIRECTLY WITH THALES THAT CONTROLS AND
IALTERS YOUR USE OR DISTRIBUTION OF THE THALES SOFTWARE. THE v
@] i greeme
(1 do not accept the license agreement
InstallShield Installshield
< Back Cancel < Back Cancel
n n . n " n "
| accept...." And click "Next > Next
ﬂ Digicert + QuoVadis SafeNet Authentication Client 10.8 R2 Setup X
5 Digicert + QuoVadis SafeMet Authentication Client 10.8 R2 Setup X s »
i Digicert + QuoVadis SafeNet
THALES : Authentication Client 10.8 R2

The wizard is ready to begin installation.

has been successfully installed.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard

Click Finish to exit Setup.

InstallShield
< Back | Sinstall | Cancel
"Install" > "Finish" >

Cancel

< Back

Restart the system with_the eToken unplugged
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2. Preparing your USB SafeNet Token

2.1. Change token password

e Re-insert the token and launch the SafeNet Authentication Client Tools > "Change Token

Password"

(S) safeNet Authentication Client Tools

| digicert +
SafeNet Authentication Client 2012 e@
. Poemtasee [ / Rename Token
N
| - Unlock Token
| ® Delete Token Contert

p View Token Info

éf‘ Change Password: QuoVadis x

SafeNet Authentication Client digicert +

Curment Token Password. [

New Token Password: I ]
Confim Password: [ ' ]
The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains upper-case letters, lowercase letters,
numerals, and special characters (such as !, §, &, %).
Current Language: NL
Enter your cument password
OK Cancel

Default Current Token Password: DigiCert#01
. After this you enter a personal password and confirm it.
A We cannot reset or recover this password.
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3. Create Certificate Password

e Open the email you received from Trustlink (do-not-reply) with the subject
"Registrant Invitation" and open the link as shown in the example below:

https://tl.guovadisglobal.com/registrant/confirmation/index requestlinkid=830e6209-4699-461f-a543- 704 7f8cBEE0

e Login with your e-mail address and your Shared Secret Answer.
_._ Note! The certificate password is not the same as the Token/device password.

o Create the Certificate Password. You will need this password to install the certificate on
eToken!
Certificaatwachtwoord

U dient een wachtwoord aan te maken om uw certificaat te downloaden en beheren.

Wachtwoord: -
Dit wachtwoord dient uit tussen de & en 25 tekens in lengte te bestaan met in elk geval 1 hoofdletter,
1 specisal teken en 1 cijfer.

Hoofd Speciaal Getal Zes

Voer het wachtwoord -
nogmaals in:

e Security questions. Select a question and answer it.

Controlevraag

Bij hIS intrekken van uw certificaat zonder gebruik van uw wachtwoord, dient u een aantal controlevragen te beantwoorden die gebruikt
worden om u te identificeren.

Controlevraag # 1: Wat was je bijnaam in je jeugd? ~
Antwoord: -
Controlevraag # 2: Wat is de naam van de stad of gemeente waar je o[ |
Antwoord: *

' . Bevesi
Press confirm to submit the request: vet

QuoVadis;

Registrant bevestiging

Taal: [Nederlands v

v Uw aanvraag is verzonden. U zult binnen enkele minuten een e-mail ontvangen met een link om uw certificaat te

downloaden.”

©Copyright QuoVadis 2017. All Rights Reserved,

Your request has now been sent to QuoVadis Validation team. This will be done manually.

Paged4or5



digicert +

4. Installation of the certificate on a SafeNet token

e Asecond e-mail will be sent, after our Validation team manually approves the request.

e Open the 2nd email you received from Trustlink (donotreply@quovadisglobal.com) with subject:
"Download notification” and open the link as shown in the example below.

https://tl.guovadisglobal.com/registrant/confirmation/index?requestlinkid=830e6209-4699-461f-a54 3- 704 7f8cBEE0

e Log in with your email address and <Certificate password> you created in the previous step.

... Make sure your USB Token is present in the computer before proceeding!

| Installeer uw certificaat

e Click on: "Install your certificate"

& Token Logon X

SafeNet Authentication Client  dligicert+
s |nsert your Token password and click "Accept"

Enter the Token Password

Token Name: Digieet QSCO AL Attention! This is not the Certificate Password

Token Password: created in step 3!
Current Language: EN

Cancel

e Your eToken 5110 CC (940) is now ready for use.

Links:

Signedn in Adobe (Windows)

Sign in Adobe (macOS/Apple)

Undersign in Microsoft Word

Need support? Create a ticket by emailing: nl.support@digicert.com
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https://www.quovadissupport.nl/downloads/documenten/algemeen/Handleiding_ondertekenen_Adobe_Reader_DC_windows.pdf
https://www.quovadissupport.nl/downloads/documenten/algemeen/Handleiding_ondertekenen_Adobe_Reader_DC_windows.pdf
https://www.quovadissupport.nl/downloads/documenten/algemeen/Handleiding_ondertekenen_Adobe_Reader_DC_windows.pdf
http://www.quovadissupport.nl/downloads/documenten/mac_adobe_sign.pdf
http://www.quovadissupport.nl/downloads/documenten/mac_adobe_sign.pdf
http://www.quovadissupport.nl/downloads/documenten/mac_adobe_sign.pdf
https://www.quovadissupport.nl/downloads/documenten/algemeen/Handleiding_ondertekenen_Word_windows.pdf
https://www.quovadissupport.nl/downloads/documenten/algemeen/Handleiding_ondertekenen_Word_windows.pdf
https://www.quovadissupport.nl/downloads/documenten/algemeen/Handleiding_ondertekenen_Word_windows.pdf
https://www.quovadissupport.nl/downloads/documenten/algemeen/Handleiding_ondertekenen_Word_windows.pdf
mailto:nl.support@digicert.com

